
BO TU.  PHAP 	 CQNG HoA XA HOI CH(1 NGHIA VIETNAM 
CVC QUAN LY Till HAM! AN DAN S1) 	 Dt5c 10p — Tiy do — Harsh phtic 

S6: 92 /CQLTHADS-BCDS&TKDL 	Ha Noi, ngay 08 tiding 7 nam 2025 
V lv de nghi bac) gia 

Kinh 	Cac don vi cung cap dich vu Cong nghe thong tin. 

Can dr Nghi guy& s6 71/NQ-CP ngdy 01/4/2025 ctia Chinh pht:i sira 
b6 sung cap nhat Chuang trinh hanh d6ng ctia Chinh phti thvc hien Nghi guy& s6 
57-NQ/TW ngdy 22/12/2024 dm Bo Chinh tri ve d6t pha phat trien khoa h9c cong 
nghe, d6i mgi sang tao va chuyen d6i s6 qu6c gia; 

Can dr Quyet dinh s6 1443/QD-BTP ngdy 13/5/2025 cila BO truong Bo Tu 
phap ban hanh Ke hoach dm BO Tu phap thgc hien Nghi guy& so 71/NQ-CP ngay 
01/4/2025 cua Chinh phu sira doi, bo sung, cap nhat Chuang trinh hanh d6ng cua 
Chinh phu thgc,hien Nghi quyet s6 57-NQ/TW ngdy 22/12/2024 dm BO Chinh tri ye 
d6t pha phat trien khoa h9c, cong nghe, d6i moi sang tao va chuyen doi so quoc gia. 

Cvc Quan 1)", Thi hanh an dan su (THADS) - B6 Tu phap c6 nhu cAu trien khai 
"N:en tang so trong link vyr Thi hanh an dan ste". Cvc Quan ly THADS kinh mei cac 
don vi co nang ltxc tham gia chao gia' cho Jhue Nen tang s62  hoac xay Ong va trien 
khai Nen tang so trong linh vvy THADS3  de trien khai nhiem vu neu ten. Thong tin cu 
the nhu sau: 

I. Thong tin chii Au tir 

1. Dun vi yeu cAu: Cvc Quan1ST Thi hanh an dan su - B6 Tu phap. 

2. Thong tin lien he ciia ngtroi chiu trach nhiem tiep nh4n: 
- H9 ten: Nguyen Dinh Vinh. 

- Chirc 	Ph6 Trugng ban - Ban Chuyen d6i se") va thong Ice du lieu thi hanh an 
- Cijc Quan ly Thi hanh an dan gcr - BO Tu phap. 

- Dien thoai lien he: 0904.569.977. 

- Email: vinhnd@moj.gov.vn.  

3. Cach thtrc tiep nh4n: 

Nhan h6 so tri.xc tier) tai dia. chi: C1,IC Quanb'T Thi hanh an dan sir (Ban Chuyen 
d6i so va th6ng ke da lieu thi hanh an) - B6 Tu phap. 

S6 58-60 Tran Phu, Phuong Ba Dinh, Ha N6i. 

4. Thai h4n girl ho so': Trugc 17h00, ngdy 21 thang 7 nam 2025. Cac h6 so nhan 
dugc sau thei diem ten se khong dugc xem xet. 

Chi tit yeu cat.' chirc nang tai Phu Ivc III giri kern theo Cong van nay. 
2  Bac) gia thue 03 nam ap dung mau tai Phu Ivc I giri kern theo Cong van nay. 

Bap gia thue 05 nam ap dung mau tai mvc I Phu Ivc II; bao gia xay dung, trien khai Nen tang so trong linh vvc 
THADS ap dung mau tai mvc 2 Phu Ivc II giri kern theo Cong van nay. 



5. Thiyi gian eó hieu hye ht) 	t6i thiL 90 ngay ke to ngay ban hanh. 

6. SO hrcmg bio gia: 02 ban cho m& loaf bao gia (03 narn theo mau Phu hjc I, 
05 nam theo mg_u Phu luc II). 

II. NOi dung yeu eAu ban gia: 

Mau bao gia va yeu c'au chirc rang k5/' thuat chi tit &age neu tai cac php 
luc dinh kern. 

Tran tr9ng cam on sir phoi hop cila Q1.13'7 don 

nhi) n: 
- Nhu teen; 
- Thir truong Mai Luang,Khoi (de b/c); 
- Cpc truong Nguyen Thang Lai (de b/c); 
- Pho Cpc truOmg Tran Thi Phucrng Hoa (de biet); 
- Cling Thong tin dien tir THADS (a dang tai); 
- Luu: VT, BCDS&TKDL. 

KT. CUC TRUtiNG 
PRO CUC 

 

Nguyen 	Hoang Giang 



CONG HOA XA HOI CHU NGHIA VIET NAM 
DAN Sir 	 Hoc Iap  — Ttr do  — Hanh phtic 

CUC QU 

Phu Itic I 

U BAO THUE DICH \TV CONG NGIlt THONG TIN TRONG 03 NAM 
(Kern theo C "Ong van so 92/CQLTHADS-BCDS&TKDL ngay 08/7/2025 cfia Cuc Quanl) Thi hanh an dan sy) 

STT HANG MIX 

1 
Chi phi thue dich vu n& tang se; (Bao g'dm: dich vu ne:n tang so: dich. 
vu ha tang; Dich vu quan tri van hanh va bao tri he thong; Dao too va 
Izziong dan sic dung.)  

2 Chi phi cAu hinh Ong dung nghip vu THADS 

2.1 

Chi phi c.c.& hinh zing dung nghiep vu Thy 1), va to chic thi hanh an: 
quan 1,), qua trinh civic thi himh an, tit khciu tiep nhgn ban an, don , 
yeu cau thi hanh an den khi ket thzic viec thi hanh Om: (i) Ra quyet 
Binh thi hanh an; (ii) Bien lai dien ter 

2.2 Chi phi c'clu hinh zing dung nghiep vu Tiep c6ng dan, tap nhdn dun thte 
va qua n1), giai quyet khieu ngi, to cao  

CHI TIET CHI PHI THUE NEN TANG SO TRONG LINH VVC THI HANII AN DAN Sir 

NAM 1 NAM 2 NAM 3 TONG 03 NAM TUNG 

TONG CONG 

HANG MUC 
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CHI TIET CHI PHI 

STT HANG MIX HIED 
DVT SL KYTHANH DON 

GIN/ 
THANG 

DON 

NAM 
TIEN 

THUS 
VAT GIA/ GHI 

TONG 
CONG 

SAU 
THUS 

CHU 

NEN TANG S6 TRONG LINH VIIC THI HANH AN DAN SIX 

1 

Chi phi,thue dich vu nen tang so 
(Bao Om: dich vy nen tang so; 
dich vy ha tang; Dich vy quail 
tri van hanh va baotri he thong; 
Dao tgo va huring clan sa• dyng.) 

Gtdv 
Ngue 
dungd 

6.141 

Dich vy bao gam: 
I.Thue dich vy cong ngh'e thong tin/ nen 
tang so ho try cac nhOm civic nang sau: 
- Nhom chirc nang chinh: 
+ Quan lY tai ,khoan va phan quyen; 
+ Quan lY thiet lap bieu mau clang; 
+ Quan lY thiet lap quy trinh clang; 
+ Quart lY mau tai lieu; 	, 
+ Quan l.); yeu cau/ de xucit; 
+ Xi;c1.) va kY so tai lieu trtrc tuyen; 
+ Quan IY danh muc cliing chung; 
+ Dich vy tich hap voi cac he thong lien 
quan (Tich hop va san sang tich hop Col 
thieu vai cac he thong thong tin/ phan 
mem nal ba cOa Tong cuc THADS, BO Tu. 
phap; Ca so• der lieu quoc gia ye clan cu; 
Toa On; Vien kiem sot, LY lich tic phap; 
(-Ong dich vu cong Quoc gia; He thong 
thong bcio THADS qua "'mg dyng VNeID); 
+ Dich vy ho try tri tue nhan tgo (AI); 
+ Qucin,lY der lieu va tai lieu Bien tir. 
- Yeu cau phi char nang. 
2. Thue dich vu hg tang: Cung cap dich 
vu hg tang de trien khai, van hanh nen 
tang so, AI phut vy quail IY hogt clang 
THADS bao dam yeu cau ye tinh san 
sang, an toan thong tin, bao mat clic lieu 
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va nto.  rang linh how. 
3. Dich vu Tian tri vOn hanh va bac) 0-1 he 
thong. 
4. Duo Igo va httang dcin sic dung. 

2 Chi phi cau hinh trng dung 
nghi4 vu THADS 

Chi phi cau hinh Ling dyng 
nghiep vu Thu 13, va 10 chfir thi 
hanh an: quern 1), qua trinh to 

2 I 	chirc thi hanh an, tir khau tiep . 
nhan ban an, clan yeu cau thi 
hanh On den khi ket thzic viec thi 
hanh On, gam: (i) Ra quye't dinh 
thi hanh an; (ii) Bien lai dien tie 

Gk Goi 

2.2 

Chi phi cau hinh Ong dyng , 
nghiep vu Tiep tong dan, tiep 
ph an dun dm va quern 1), giai 
quiet khlju nal, to cao 

Gk Goi 

Lu'u  Trong bang gia, cac don vi cung cap can neu r5 ten thuong mai caa San phdm ph anN''en tang so; MO to cac char nang, tinh nang ky thuat ca ban dap ang theo yeu cau caa Chit da'u tu• theo thong tin tai phan 1 Phu lac III kern theo Cong van 
nay,. Cung cap don gia ngay tong khi co phat sinh ye nang cap bo sung tinh nang ngoai pham vi cung cap; Cung cap dung hcong 
luu trit trong 03 nam toi-thieu la 300 Terabyte (TB), tricong hop vital qua so dung layng cluvc cap thi bao gia don gia cho 1 
Terabyte (TB) tie:14( 



STT HANG MUC 

1 
Chi phi thue dich vu n& tang so (Bao gam: dich vy nen tang so; dich 
vu ha tang; Dich vy quan tri van hgnh va bao tri he thong; Dao tao va 
Ineang dcin sic dung.)  

2 Chi phi cAu hinh frng citing nghi0 vu THADS 

2.1 
Chi phi cdu hinh ring dung nghiep vu Thy ly vg to chicc thi hanh an: 
quan III qua trinh to chtir thi hanh an, to khau tieio nhgn ban an, clan , 
yeu cau thi hanh an den khi ket thiic viec thi hgnh an, Om: Ra guy& 
Binh thi himh an; (ii) Bien lai dien tie 

2.2 Chi phi cciu hinh Ling dung nghiep vu Tap c6ng dan, tiep nhgn dun dm 
viz quan ly gigi quyet khieu ngi, 16 ccio  

CHI TIET CHI PH! THUE NEN TANG SO TRONG LINH VVC THI HANH AN DAN Sir 

NAM 1 NAM 3 NAM 4 NAM 2 NAM 5 TONG 05 NAM 
TUNG HANG MUC 

TONG CONG 

LONG HOA XA HoI cut NGHIA VICT NAM 
DAN SV. 	 Doc 14p — Ttr do —1-1#nh phtic 

Phu luc II 

BAO GIA THUE DICH VU CONG NGHE THONG TIN TRONG 05 NAM 
VA MAU BAO GIA XAY DUNG, TRIEN KHAI NEN TANG SO TRONG LINH VVC THI HANH AN DAN Stf  

(Kern theo 'Ong van so' 92/CQLTHADS-BCDS&TKDL ngay 08/7/2025 cfla Cyc Quart Thi hanh an dan sy) 

1. MAtt bat) gia thue dich vu ding ngiq thong tin trong 05 Liam 
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CHI TIET CHI PHI 

STT HANG MIX 
Ki7 

HIED 
DVT SL 

DON 
GIA/ 

THANG 

DON 
GIA/ 
NAM 

THANH 
TIEN 

THUE 
VAT 

TONG 
CONG 
SAU 

GHI CHU 

THUE 

NEN TANG SO TRONG LINH VIIC THI HANH AN DAN Si) 

1 

Chi phi,thue dich vu nen tang so 

dich vy hg tang; Dich vy quan 
tri van hanh va bao tri he thong; 
Dao tgo va &rang dan sir dung.) 

Gtdv 
Ngtrefi 6.141 

(Bao Om: dich vy nen tang so;
quan 

Dich vy bao g'dm: 
1. Thue dich vy cong nghe thong tin/ nen 
tang so ho fro.  cac nhom chat ;tang sau: 
- Nh6m chirc nang chinh: 
+ Quart lY tai khoan va phan quyan; 
+ Quan lY thiat lap bieu mciu clang; 
+ Quart lY thiet lap quy trinh clang; 
+ Quail lY Wiu tai lieu; 
+ Quan lY yeu cau/ de xuat; 	, 
+ Hi. ly va ky so tai lieu true tuyen; 
+ Quail l.); danh myc dung chung; 
+ Dich vy tich hap v61 cac he: thOng lien 

(Tich hop va san sang tich hop Col 
thieu vai cac he thong thong tin/ phein 
mem not ba clia Tong cue THADS, BO Ttr 
phap; Co.  so.  dr,-  lieu quac gia va dan cu.; 
Toa an; Vien kiem sat, LY lich tu. ',hap; 
Cong dich vy cong Quoc gia; He thong 
thong boo THADS qua Ling dung VNeID); 
+ Dich vu ho tra tri tue nhan tgo (AI); 
+ Quan,lY dui lieu va tai lieu Bien tir. 
- rau cau phi chirc nang. 
2. Thue dich vy hg tang: Cung cap dich 
vu hg tang de trien khai, van hanh nen 
tang so, AI phut vu quan l ) ; hogt clang 
THADS bao dam yeu cciu ye tinh sari 
sang, an town thong tin, bao mat alit lieu 
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va nib• rOng linh hoat. 
3. Dich vu quan tri van hanh va bao tri he 
thong 
4. Dao tao va &rang dcTin 	dung. sit 

2 Chi phi cau hinh irng dyng 
nghi0 vu THADS 

2.1 

Chi phi call hinh ang dyng 
nghiep vu Thu l.); va to chav thi 
hanh On: quan 1Y qua trinh to 
char thi hanh On, tzr khciu tiep 
nhan ban an, dun yeu cau thi 
hanh an den khi ket thac viec thi 
hanh On, gam: (i) Ra quyet clinh 
thi hanh On; (ii) Bien lai dien tit 

Gk G6i  

2.2 

Chi phi dal hinh zing dyng 
nghiep vu Tiep cong dan, tiep 
nhan dun this va quan lY gicii 
quyet khieu nal, to cao 

Gk Goi 

Llru  Trong bang gia, cac clan vi cung cap can neu r5 ten thteang mai cua San pham phan ,menil Nn tang so; MO to cac chic 
Wang, tinh nang 197 thuljt ca ban clap ting theo yeu cau cz:ca Chic dau tte theo thong tin tai phan 1 Phu lyc III kern theo Cong van 
nay,-  Cung cap clan gia ngay cong khi c6 phat sinh ye nang cap bo sung tinh nang ngoai pham vi cung cap,. Cung cap dung ltryng 
ltru trip trong 03 nam t oi thieu la 300 Terabyte (TB), trtrang hap vuzyt qua so dung luyng cluvc cap thi bao gia clan gia cho 1 
Terabyte (TB) tiep. 
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2. Mau bao gia xay dkrng, trien khai nen tang so trong linh ytic thi hanh an dan sty 

TONG HOP DIY TOAN CHI PI-11 05 NAM 
XAY DUNG VA TRIEN KHAI HE THONG PHAN MEM TRONG LINH VI C THI HANH AN DAN Sid 

STT HANG MVC NAM 1 NAM 2 
TONG 05 NAM 

TeNG HANG MUC NAM 3 NAM 4 NAM 5 

XAY DUNG VA TRIEN KHAI HE 
A THONG PHAN MEM TRONG LINH 

VIJC THADS 

B HA TANG MAY CHU & THIET BI 

C CHI PHI O'NG DUNG AI 

Ngu'O'n Ipc h76 trq 24/7 tai 35 di6m 
D (Cpc Quan ly THADS va cac Tinh/ 

Thanh) toi thiL 3 nhan skr/ di6m. 

E plfa'n nirn THADS 
Chi phi bao tri & nang Cap he th6rig 

F 	tang may chic va thi& bi 
Chi phi bao tri & thay th6 linh kien Ha 

TONG CONG 



SO 
LVONG DON GIA 

STT HANG MIJC 

A Y DIYNG VA TRIEN KHAI HE THONG PHAN MEM TRONG LINH VU'C 
THADS 

5 

CHI TIET D' TOAN CHI PHI 

KY 
HIEU 

TONG 
LONG 
SAU 

THUE 

DVT THANH 
TIEN 

THUE 
VAT GHI CHU 

Chi phi xay thing va trien khai he tilling 
Wan mem trong linh vwc THADS: 
- Quail ly tai khoan va phan quyen; 
- Quail ly thiet lap bieu mau dOng; 
- Quin ly thiet lap quy trinh Ong; 
- Quail lY mau tai lieu; , 
- Quan yeu cau/ de xuat; 
- Xir ly va Icy so tai lieu tnrc tuyen; 
- Quan ly danh muc dung chung; 
- Ho tro• ra guy& dinh THADS; 
- Thu ly va to chirc THADS; 
- Bien lai dien tit.; 
- Tiep cong dan, xir ly don thu va giai quyet 
khieu nai to coo. 

Chi phi trien khai va ciao too 
Chi phi Khao,sat, phan tich va thong nhcit 
yeu cau, chucin bi chumg trinh, cal slat, ciao 
tao (1j, thuy'et va thyv hanh), nghiem thu va 
ho van hanh chinh thiic he thong phan 
mem Thy 1)5 va to chew thi hanh an: quail 1.) 
qua trinh to chtic thi hanh an, tie Mau tiep 
nhan ban an, don yeu cau thi hanh an den 
khi ket iliac viec thi hanh an, gom: (i) Ho tro 

1 

I Gtdv 

Gk Goi 

Got 

1 

1 

Thai gian trien 
khai: 12 thong; 
Thai gian ha° 
hanh: 12 thcing ke 
tie ngay van hanh 
he thong. II 
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ra quyet dinh THA; (ii) To chic THA; (iii) 
Bien lai dien tit. 

2 

Chi phi Khao sat, phan tich va thong nhat 
yeu cau, chuan bi chuang trinh, cal dat, dao 
kw (l.) thuyet va thuc hanh), nghiem thu va 
ho try van hanh chinh thirc he thong Tiep , 
cOng dein, zit 1j, dun Ow va giai quyet khieu 

nai to coo. 

Gk GOi 1 

III  Chi phi tich Inyp 

1 Chi phi tich hop vai cac he thong khcic Gk GOi 1 

B  HA TANG MAY CHID & THIET BI - Bao giti cad bao 
Om: 
+ Ha tang dap ieng 
tai thieu 10.000 
ngueri &mg v 61 it 
nhat 1.000 nguai 
dimg &Ong thai va 
van hanh AI trong 
cac diem cham 
nghiep vu ciia  
nguai dimg. 

I Data Center Facility 

1 He th6ng din 

1.1 TO DIEN UPS VN BO 1 

1.2 DAY CAP DIEN Cadivi Goi 1 

1.3 UPS 20KVA, sao lun 15 phut 
Vertiv/ 
Delta 

BO 2 

1.4 Mang cap din VN Goi 1 

1.5 HE THONG CHONG SET LAN TRUYEN. BO 1 

1.6  ChiL sang VN 1 + Ha tang Alt 

2  
HE THONG PCCC TV' DONG FM200 
(7500 x 3100 x 3000/300mm) 

chuan an town bao 
mat thong tin cap 
(10 03 theo Nghi 

2.1 PHAN CO 
Airfare/ 
Italia 

B6
,  1  dinh so 

85/2016/ND-CP 

2.2 PHAN DIEN 
 Kentec 

UK
/ BO 1 ngay 01/7/2016 ciia 

Chink phii; 

3 HE THONG GIAM SAT MOT TRU'ONG Delta BO 1 
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4  ACS, CCTV 
+ Darn bao van 
hank on Binh va 

(HA); 

lteu trio toi thieu 
600TB trong 03 
nam; 
+ + Da bao Om cac 
phan me'm 

clap teng cho 5240 
nguffi dung; 
+ Del bao gom chi 
phi thie't ke, trien 

thong va bao hang 
trong 03 neim. 
- Thai gian giao 
hang va cai deft: 16 
titan ke tir ngay 
rilft hang. 

4.1 HE THONG ACCESS CONTROL HIK BO 1 

4.2 HE THONG CAMERA Om 2 Camera va 1 
NVR HIK BO lien tuc 99,99%  

1 

5 He thong Lanh chink xac + Dam bao viec  

5.1 May lank chink xac Vertiv/ 
Delta BO 2 

6 Xay dung co ban 

_ 
6.1 San nang VN Met 20 Windows, SQL Std  

6.2 Vach thach cao chong chay, dm thep chong 
chay VN Goi 1 

7 Cable/Fiber Internal Cable 
Comms 
cope/P 
anduit 

Goi 1 khai, ban giao he  

8 RACK, PDU Vertiv/ 
Delta BO 2 

9 Chi phi thiet ke, trien khai, ban giao he 
thong VN Goi 1 

II Network & Security 

1 Thiet bi chuyen mach trung tam 24x25G 
Fiber Ports, modular uplink Switch 

Cisco/ 
HPE BO 2 
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2 
Thiet bi chuyen mach may chn 48 port 10G, 
uplink 25G 

Cisco/ 
HPE 

BQ 
,, 2 

3 
Thiet bi chuyen mach 	an tri 24-port data 

only 
v2 Cisco/ 

HPE 
B9

„ 

3 

ThiOt bi can bang tai U'ng dung tich hop 
nremg lira irng dung web L4/L7 Throughput 
5G 

Al 0/F 
G  BO 2 

4 
ThiOt bi Wong lira lopngodi Bang thong 8.5 
Gbps, 

PA/FG BO 2 

5 HO thong giam sat hiOu nang 
Solarwi 

nds 
Goi 1 

6 
Chi phi thiet ke, trien khai, ban giao hO 
thOng 

VN GOi 1 

III IR thOng may chit 

1 

HO thong may chil quail tri 
1 x Intel Xeon Silver 4510 2.4GHz 12-core, 
128GB DDR5 RAM (2 x 64GB), 2 x 960GB 
SSD, 2-port 25Gb SFP28, 2 x 800W PSU 

Dell/H 
PE 

BO 1 

2 

May chit do hoa Master 
2 x Intel Xeon Gold 6430 2.1G 32-core, 
256GB DDR5 RAM (4 x 64GB), 2 x 
1.92TB SSD, 2-port 25Gb SFP28, 2-port 
32GB FC, 2 x 1400W PSU, 

Dell/H 
PE 

BO 3 

3 

May chit do hoa Worker 
2 x Intel Xeon Gold 6430 2.1G 32-core, 
384GB DDR5 RAM (12 x 32GB), 2 x 
1.92TB SSD, 2-port 25Gb SFP28, 2-port 
32GB FC, 2 x 1400W PSU 

Dell/H 
PE 

BO 45 
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4 

May chit AI 
2 x Intel Xeon Gold 6448Y 2.1G 32-core, 
768GB DDR5 RAM (12 x 64GB), 2 x 
1.92TB SSD, 4 x H100 GPUs. 4-port 25Gb 
SFP28, 2-port 32GB FC, 2 x 2800W PSU 

Dell/HBO 
PE 2 

5 He thong ltru trir 
1.92TB NVMe SED NON-FIPS SSD x 16 

De11/H 
PE BO 1  

6 He thong chuyen mach luu till 
16 x32GFC 

De11/H 
PE BO 2  

7 He th6ng ltru till Object 600TB Dell/H 
PE B6 1 

8 Ban quyen ha tang Redhat Redhat Goi 1 

9 Chi phi thiet ke, trien khai, ban giao he 
thong VN G6i 1 

C 

Chi phi irng dung AI (189.6 t7' tokens) 
+ Xir IY dau viec: 165.0 B;  
+ Truy van ngtroi dung: 19.1 B; 
+ OCR: 5.5 B. 

Gk Goi 1 

D 
Nguon Ityc WO troy 24/7  tai 35 diem (Cyc 
THADS va cac Cyc Tinh/ Thanh) ail 
thieu 3 nhan sly/ diem. 

Gk Goi 1 

CHI PHI NAM TH' 2 

A 

Chi phi trng dung AI (208.5 ty tokens) 
Tang 10% m6i nam 
+ Mr lY dau viec: 181.5 B; 
+ Truy van ngtriyi dung: 21 B; 
+ OCR: 6 B. 

Gk Goi 1 
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B 
Nguen ltrc ho trg 24/7 tai 35 diem (Cue 
Quail 1Y THADS va cac Tinh/ Thanh) tei 
thieu 2 nhan six/ diem. 

Gk Goi 1 

CHI PHI NAM THU' 3 

A 
Chi phi bao tri & nang cap he thong phan 
mem THADS (-20% tren tong gia tri ban 
dau) 

Gk Goi 1 

B 

Chi phi Img dung AI (229.4 tY tokens) 
Tang 10% m6i nam 
+ Xir 1Y dau viec: 199.7 B; 
+ Truy van ngtrei dung: 23.1 B; 
+ OCR: 6.6 B. 

Gk G6i 1 

C 
Nguen luc he trg 24/7 tai 35 diem (Cue 
Quan 1Y THADS va cac Tinh/ Thanh) t6i 
thieu 2 nhan six/ diem. 

Gk G6i 1 

TONG CHI PHI SAU 03 NAM 

CHI PHI NAM THU' 4 

A 
Chi phi bao tri & nang cap he: thong phan 
mem THADS (--20% teen tong gia tri ban 
dau) 

Gk Goi 1 

B 
Chi phi bao tri & thay the linh kien Ha tang 
may chil va thiet bi (-15% tren tong gia tri 
ban dau) 

Gk G6i 1 

C 

Chi phi img dung Al (252.4 tY tokens) 
Tang 10% m6i nam 
+ Xir 1y dau viec: 219.7 B; 
+ Truy van ngtrati dung: 25.4 B; 

7.3 B. + OCR: 

Gk Goi 1 
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D 
Ngain *116 trg 24/7 tai 35 diem (Cpc,  
Quail 1y THADS \fa cac Tinh/ Thanh) toi 
thieu 2 nhan sp./ diem. 

Gk Goi 1 

CHI PHI NAM THU'S 

Chi phi bao tri & nang cap N th6ng phan 
A 	mem THADS (-20% tren tong gia tri ban 

dau) 
Gk GOi 1 

Chi phi bao tri & thay the linh kien Ha tang 
B 	may chit va thiet bi (-15% tren tong gia tri 

ban dAtt) 
Gk Goi 1 

Chi phi Ung dung AI (277.6 tY tokens) 
Tang 10% m6i nam 

C 	+ Xir 13.,  du viec: 241.7 B; 
+ Truy van nguoi dung: 27.9 B; 
+ OCR: 8 B. 

Gk Goi 1 

NguL ltrc h8 trg 24/7 tai 35 diem (Clic 
D 	Quan 1Y THADS va. cac Tinh/ Thanh) t6i 

thieu 2 nhan str/ diem. 
Gk Goi 1 

TONG CHI PHI SAU 05 NAM 

tau
f3  1 IFNI 4 • 	f-Ti"; 4‘; .. ,.-....  	 •-• 	m r.Z 9 .: 

chat  
nang en tang so trong link‘vuc thi hanh an clan tham khao tai phan 2 Phu lyc kem theo 

COng van nay; Cung cap don ngay cong khi c6 phat sinh ve ruing cap bo sung tinh nang ngoai phgm vi cung cap. 



CVC QU DAN Str 
CONG HOA XA HQI CHU NGHIA VIVT NAM 

DOc 14p — Ttr do — Hanh phiic 

     

Phu Iv III 
BANG YEU CAU CHCfC NANG DOI VOI NEN. TANG SO KHI THUE VA YEU CAU CHU'C NANG 

CHI TIET DOI VOI NEN TANG SO TRONG LiNH 	THI HANH AN DAN Str KHI XAY DUNG, TRIEN KHAI 
(Kern theo Cong van so 92/CQLTHADS-BCDS&TKDL ngay 08/7/2025 cz,ia Cyc Quail ly Thi hanh On clan sir) 

PHAN 1. YEU CAU CHIC NANG CUA NEN TANG SO KHI THUE 

1. Chi tiet yeu cAu kST thqt clOi voi nhom chtic 'fang cot loi ctia dich vu ding nghe thong tin / nen tang so 
Cac nhom chirc a 	 • 	 - ,__, 	 _ 	.....„t, -- — ...,,t, ,.....6  l.44%.,  yuu vat/ IV IIIIIiiii i.70' ban sau: 

MO TA YEU CAU DOI Veil CAC CHUC NANG 
I QUAN LY TAI KHOAN VA PHAN QUYEN  
1 Bang kY 

Cho pile') (tang k3'7 tai khoan tren he thong bang email dm ngLthi sir dung 
2 Bang nh4p/ Bang xuAt 

Cho pile') lifu thong tin tai khoan va mat khau voi ran clang nhjp tier, theo 

Cho phep ngtroi dung thao tac lay lai mat khau khi quen mat khau bang phtrang thirc xac nhjn qua email 

Cho phep cAu hinh clang nhjp mot lan voi tai khoan clang duvc sir dung 

Cho phep clang nhjp bang tai khoan tao tir he thOng, co cau hinh he thOng clang nhjp xac thirc 2 ran tang bao mat 
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Co thong bao khi nguoi dung dang nhap that NI vii thong tin ten clang nhap va mat khau sai. Thtrc hien khoa tai khoan doi 

vii tai khoan dang nhap sai mat khau qua so lan quy dinh. So ran clang nhap sai mat khau cho phep dugc phep quan 17 dieu 

chinh bang N thong quan ly tap trung 
Cho phep nguoi dung clang xu'at tai khoan ra Ichoi he th6ng. Sau khi clang xuat giao dien irng dung se quay lai man hinh clang 

nh4P 
3 
	

Quin ly tai khoin he thOng 

Quan 1S,  so 6 to claim theo cay to chirc cua don vi 

Cung cap giai phap dang nhap SSO cho phep cac website khac c6 the tich hgp de sir citing 

Quan ly nguoi dung, nh6m nguoi dung trong to chirc 

Phan quyen nguoi clUng, nh6m nguoi dung theo phan he, chirc nang 

Quan 17 chirc vu dugc phan cong theo nhiem vu trong to chirc 
Quail 1)"1 trang ca nhan cua nguoi dung, cho phep dinh danh thong tin ngugi dung, hinh anh dai dien/ hoac anh bia tren trang 

ca nhan  

Cho phep role admin quasi 1)"[ thong tin clang nhap cua nguoi 	dang nhap xac thgc 2 lop/ clang nhap bang google authen 

Cho phep quan 1S/ thong tin Chit 14 s6 cua nguoi dung: Chu ky anh, Chir ky anh s6, chirng thu so 6 sir dung khi ky ket teen 
Phan he 14 ket van ban dien tir  

Cho pile') cau hinh dia chi IP dugc phep clang nhap vao he th6ng 

Cho phep nguoi dung xem nhat ky hoat dOng i phan he Quan 1)"7 tai khoan va lich sir clang nhap vao cac phan he khac 

II QUAN LY THIET LAP BIEU MAU BONG 



Keo tha de tao bieu mh/form vii da dang 13,6 cuc (row, column, step) va phong phn thank phan (block) dr ca ban (input text, 
checkbox, date picker) den nang cao (upload image, upload file, signature, camera, form in form). 

Cho phep tao, quan VT, phat hanh va ket not form trong toan 1)6 lung nghiep vv. 

Cu hinh trtrc quan cac diJu kien logic phirc tap. 

Tich hop sau vii ngu6n dir lieu trong va ngodi he th6ng. D6ng thai, lay, 19c, dien dir lieu vao form tir ben ngodi qua API va 
lien ket trtrc tiep vii dir lieu ben trong he thong, thtrc hien chen bien (fill/merge Men) vao file mau 

III QUAN LY THIET LAP QUY TRiNH BONG 

Quan Vi nhom quy trinh dJ clang phan loai theo tong loai quy trinh can thtrc hien 

Quail VT quy trinh vii cong cu trtrc quan thiet ke quy trinh cho mgi nghiep vu theo chuan BPMN. Keo tha nhiJu loai mo-dun 
tir thong dung (task, event...) den chuyen biet (147, thucmg thao...). 

Cho phep tat) lung quy trinh theo re nhanh yes/no hoac chay song song, d6ng thoi va thiet lap dieu khien lung linh hoat qua 
	cac tang thai, cong chuyen vii diet' kien ch4t che. 

Cho phep cau hinh nguoi thtrc hien teen tong buoy cua lung quy trinh, c6 the cau hinh diJu kien thirc hien vii tong nguoi 
PIC. Cho phep cau hinh theo chdc vu dm ngued dung thu6c phOng ban 

Cho phep cau hinh thOi gian thus hientheo lung quy trinh hoac theo thai gian dia. tong bugc dux hien. Co the cau hinh tiled 
gian nhac truac han, thai gian nhac thtrc hien cho tong buoc quy trinh 

Cho phep cau hinh bieu mh can nhap tucmg tang vai cac btrac trong quy trinh 

Cho pile') gan cac cong viec can thtrc hien tucmg drig \fen tong buot trong quy trinh 

Cho pile') cau hinh phan quyen xem du lieu d6i vii tong buck trong quy trinh 
IV QUAN IS( MAU TAI LIEU 



V QUAN LY YEU CAU/ BE XUAT 

Chinh sira, thiet ke tai lieu online tuang thich hoan toan vori cac dinh clang ph6 bien (docx, xlsx) 

Ht; trg dinh nhieu tinh Wang dinh ding tir ca ban (Fonts, tables, lists, images, paragraphs, page breaks) den nang cao (chin 14T) 

Tich hgp chuyen sau vo7 cac phan he (trOn bien mail merge tir phan he Quan b'T bieu mau, chinh sira nang cao tix phan he 

Thucmg thao trkrc tuyen, giri van ban/hgp dong sang Phan he k3',  ket van ban dien tir) 

Khori tao va bat &au luong da thiet ke tren phan he Quan lST quy trinh vao dux to 

Quan ly. giao dich can dux hien theo nhOm dich vu Wang img. Phan quyen tao theo phong ban 

Quan ly giao dich cim toi la danh sach giao dich dugc tao ra cua chinh ngtroi dung dang clang nh4p 

Cho pile') ngtr6i dimg xem chi tiet va nhan ban/ tiny giao dich dang dux hien 
Quan ly giao dich can xir Vf la cac giao dich can xem xet/ phe duyet cua ngtroi dung theo trang thai tre han, dang flux hien, 
hoan thanh, Way, tir choi  
Tu dOng giri thOng bao ten app he thiing/ email den ngtroi dung khi den han ding viec 

Cho phep tai file dinh kern theo cac dinh clang: word/excel/PDF/image khi thgc hien chqy lung quy trinh 

Cho phep dux hien than 1u4n va tag ten nguen khi tham gia thao Juan 

Ghi then lich sir thtrc hien lung quy trinh, va log 14i trang thai SLA cho luong quy trinh/ den tirng buck quy trinh 

Cho phep danh gia sau khi ket thlic mot lung quy trinh 

Cung cap ddy du giao dien than thien cho nguiyi tham gia quan ly, thao luau va thgc thi timg ticket giao dich trong quy trinh 

4 



Ket not tkx c16ng va thong suot toan b6 cac phan he trong he sinh thai giup ngrthi dimg c6 the xem day du thong tin trong ticket 
(bieu mAu, tai lieu) 

Dashboard bao cao th6ng ke tinh trang cac giao dich, hien thi cac bieu 6 bao cao va th6ng Ice, hien thi thong tin SLA 
Xt1.  LY VA KY SO TAI LIEU TRIfC TUYEN 

Cho phep ngireyi dung tao mai tai lieu trinh ky bao g6m: Thong tin chung tai lieu, tai len file tai lieu, xac dinh lung ky, thi& 
ke tai lieu ky, cau hinh giri tai lieu  

Cho phep tao mau tai lieu de sir dung cho cac nghiep vu ky kezt chudn 

Cho phep thuc hien ky ke't theo cac lung ky ke't tun ti,r, song song. 

Cho phep thuc hien ky ke't theo cac hinh thirc ky: Ky anh, 1(3"/ anh s6, USB token, Passcode, Chu. ky s6 1 ldn 

Cho phep ngtreyi tao gan ngu&i xem xet duyet tai lieu ky 

Cho phep ngtreyi tao gan ngtreyi ky va cai (tat cac hinh thirc ky, giri thong bao,... 

Cho phep ngtred tao gan b6 pha'n van thu &rig ddu va cai dat cac hinh thirc V, giri thong bao,... 

Cho phep ngtrod tao gan ngireYi diesu phi de diL ph6i 1u6ng ky 

Cho phep tao tai lieu theo 16, thuc hien ky ket theo 16, phe duyet theo 16 

Cho phep ngtreyi dUng quan ly tai lieu duvc tao boi chinh ho theo cac trang thai: Ban nhap, gang xir 1Y, hoan thanh, hity b6, tir ch6i, qua han  

Cho phep ngtreyi dung xem lich sir ky k6t/ xem tai lieu lien quan/ tai xu6ng/ chia se/ them vao yeu thich cac tai lieu ma ngtrai 
dung do co trong luong ky  

Cho phep ngueyi dung quan ly danh sach cac tai lieu da x6a 

Cho phep ngtreyi dung quan lY danh sach tai lieu yeu thich, xem lich sir va tai lieu lien quan den tai lieu yeu thich 

VI 
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VII QUAN L)? DANH MIX DUNG CHUNG 

IX 

Cung cap cong cu tim kiem nhanh theo ma, ten 

DICH VU TICH HAP Veil CAC HE THONG LIEN QUAN 

Cung cap b8 giao dien lap trinh ung dung (API) ma cho phep cac he thing not 1)0 va ben ngoai ket not (Tich hop va s'an sang  

tich hgp t6i thieu vai cac he thOng thong tin/ phan mem not bO cua Tong cuc THADS, BO Tu phap; Ca sa du lieu quOc gia ve 
dan Cu; Tea an; Vin kiern sat, LY lich to phap; Cong dich vu cong Quoc gia; He thong thong bao THADS qua img dung 

VNeID). 

X QUAN LY DIX LIEU VA TAI LIEU DIEN TLr 

1 Luu tit tap trung tren dam may toan 130 cac du lieu, van ban, tai lieu tren N thing theo to chirc/ phong ban, nghie;p vv. 

Cho phep ngueri dung quan 1)",  danh sach tai lieu cc sau khi da hoan thanh 1u8ng 14 

Cho phep ngtrai dung them mai cau hinh loci tai lieu va dua ra cac thong tin chung cua loci tai lieu do 

Cho phep uy quyen thkrc hien 14 ket 

Cho phep gia han theri gian 14 ket truck khi het thai han thvc hien 14 tai lieu 

Cho phep ngtrai dung cau hinh, cai clat chung cho phan he bao 	14 to dOng, goi cuac mac dinh, cau hinh chia se tai lieu, 

cau hinh giao dien 14, cau hinh giao dien eKYC, cau hinh giao dien cap Chimg thu so 1 1A.n 

Cho phep ngtrai dung xem thong tin bao cao chung cua phan he 

Cho pile') nguei dung quan ly lich sir hoat dOng cua tai khoan teen phan he 
Cho phep nguai dung dugc xem cac tai lieu trong to chirc bao gi.5m cac tai lieu clang xir 12, tai lieu hoan thanh, tai lieu hit)/ bo, 

tai lieu qua han, tai lieu tir cho'i  

Cho phep tap, cap nhat va quan 1S,  danh mvc 

1 
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2 To chirc sap x6p tO va thin rrivc gcm gang, logic 

3 DC3ng bi5 hod du lieu voi nhieu ltra ch9n (theo ngdy, loci, trjng thdi tai li6.1 tren timg phan he) 

XI  DICH VU HO TRQTRi TUE NHAN TAO (AI) 

Co cac diem cham AI c6 the tich hgp vao bat ki tinh nang nao Bang c6 san dm he th6ng 

AI phtic vu VI' l3"7 Tai lieu Thong minh (IDP): Nhjn clang 1(3"7 to Quang hoc (OCR) tieng Viet chinh xac, Xir 13'7 Ngon ngii Ttr 
nhien (NLP) cho van ban phap l3"7 (trich xuat thong tin, phan loci tai lieu, torn tat van ban, tim kiem ngil nghia). 

He th6ng H6 trg Quyet dinh (DSS) dira tren AI (co sir tham gia dm con nguai): H6 trg phan tich vu viec, danh gia riii ro (h6 
	trg), ho trg phan bo nguon ltrc. 

Trien khai va. Quail IY7 MO hinh AI/ML: Tich hop, trien khai, quan l7 mo hinh AI/ML da huan luyen hoc pilot trien mo hinh 
	mai (ho trg TensorFlow, PyTorch, Python). 

Can dam bao dili ngu6n ltrc cung cap AI Factory voi chirng chi bao mat PCI DSS Cap d6 1 

2. Chi tiet cac yeu c'au cAu hinh 'Ling dung nghiep vy THADS 

VIII QUAN LY CAU HINH CAC iThIG DUNG THEO DAC THU 
1 
	

Thy ly va to chtec THADS 

1.1 Ho 1r9 ra quyet clink THADS 

Tiep nhjn, ra soat, xir 13'7 yeu cau thi hanh an 

Tiep nhjn, ra soat, xir' 13"/ ban an, guy& dinh 

Ho trg thti ly, ra guy& dinh 

Ho trg ljp s6, bao cao, th6ng ke ve thy ly THADS 
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1.2 Thu 0 va to chat. THADS 

	so) 
Quan 17 to chirc thi hanh an (toan N5 nghiep vu tir thoi diem CHV dugc phan cong to chirc THA den khi ket thiic, km tat ho 

Quail VT ban giao hi, so 

Quail VT thong tin 136 sung 

Quan VT kho tang chi mg, Vat chirng 

Quan VT thong tin throng sir 

Quan VT kiem ke, thong ke va bao cao 

1.3 Bien lai dien tie 

Quan VT tao lap bien lai dien tir 

1“/ ket va phat hanh bien lai dien tir 

Ccing tra ciru bien lai 

Bao cao va thong ke tinh hinh sir dung bien lai 

2 Quan 0 tre'p cong dan, tie'', nhan clan thin va quiin 0 giiii quyjt khrju nyi, to cao 

2.1 Quan 0 tre'p cong dan 

Quan 0 thong tin tie'', dan 

Cho phep nh'ap lieu, dinh kern don thu scanned va ghi nhan cac thong tin khi tiep cong dan 
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Doi vii truing hop tiep cong dan trgc tuyen: 
- Cho phep xac thgc nhan than (dinh danh) cong dan giri don bang cac phtrang thirc dien tir nhu eKYC,... 
- Cong dan de clang lira chin cac bieu mau theo quy dinh de diet',  dan nhanh chong 
- Hethong tir Ong sinh ra don va giri den ding dan qua email/ so dien thoai de thirc hien ky so don thu 

Quan ly quy trinh xie ly yeu c&u tiep-  cong dan 

Cho phep cong chirc vien phan hoi, hung clan hok tit ch6i trgc tiep nhan dan den cong dan bang thong bac) tir chi tren he 
thong.  

Quan ly trang thai trong quy trinh khi tiep nhan cac yeu c'au tiep cong dan 

Ltru vet lich sir toan 101'8 quy trinh tiep cong dan, dam bac, tinh minh bach 

Tu ding lap Bien ban t4 cong dan dien tir va Gia'y Bien nhan dan, tai lieu dugc ke thira va tong hgp du lieu tir cac bikt mau 
thong tin tiep cong dan  

Cho phep 1c5f k6t dien tir xac nhan Bien ban tiep dan, c6 tich hop chit ky s6 dm Ban ca ye'u 
Cho phep ity quyen thirc hien 14 ket 

HZ; trg da clang hinh thirc 1(3'7 ke't dien tir (USB token, CTS 1 
- D6i vii Cong dan: cho phep c6 the 1(3'7 ke't bang hinh thirc CTS 1 lan thong qua doing link dugc giri tgi email/SMS - Doi vii C8ng chirc vien: cho phep di the sir dung chit 14 so cila Ban Ca YL 

Theo dOi tin dO m1.13%, trao doi, binh luan trgc tiep trong tirng bugc xir ly 

Tu ding cap nh'at trang thai xir ly, ding bO thong tin vii cac quy trinh khac (n6u co) va thong bao ke't qua tgi cong dan 

Quan 1j5 sa dip cling diin 
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Quan 1ST va luu trir toan bO thong tin cua quy trinh tiep cong dan, bao 
- Ngay, gia tiep dan. 
- HQ ten nguoi den. 
- Dia chi, CMND/CCCD. 
- NOi dung trinh bay. 
- H9 ten can bO tiep. 
- Trang thai xir 1ST 

- Ket qua, huang xir 1S,  ban dan.  
Cho phep tim kiem, truy xuat thong tin tiep cong dan nhanh chong: Tim kiem theo CCCD, 110 ten cong an, ngtred tiep, loci 
don thu,... 
LQC nhanh theo metadata: loai dan thu, th6i gian tiep nhan, nguai xir 

Ket xuat du lieu ra excel, pdf theo mau so tier) ding dan theo quy dinh 

2.2 Tiap nhtin clan tint 

Quan 135 danh muc noz nhein/geri 

Khai bao va quan 1ST danh sach nai gui — nai nhan dan thu 

Dg clang tai sir dung khi tao ho'ac xir ly don thu 

Quan ly logi dan tint 

Khai bao danh muc cac loai don thu tiep nhan 

Cho phep cau hinh dOi v&i m6i lo4i: 
+ Xac dinh quy trinh xir ly tuang img 
+ Phan quyen tiep nhan, xir 1ST doi vai timg loai don thu 
+ Truing thong tin can quan ly tir cac bleu mau don thu 
+ AI h8 troy trich xuat thOng tin  
Xir ly viz luan chuyan clan thu 
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Don thu throe phan loci, xir ly theo luang quy trinh Iinh boat der dugc xac dinh theo timg loci 

Cho phep nhjp lieu, dinh kern don thu scanned (dugc t4 nhjn qua nguOn buu dien, email, cac cong thong tin... 

	irng 
Co kha nang tich hop vai 	trinh tip quy 	cong dan, to dOng phan loci don thu va chuy6n tip theo lung quy trinh xir ly arcing 

Lung xir IY bao Om: 

+ Thu to thkrc hien cac buoc cong viec (tuan tu/ song song phu thuOc vao viec cau hinh quy trinh dOng) 
+ Loai cong viec can thgc,  hien tai mOi buoy (phe duyet, tham muu Y ki6n, thuong than not dung, kY so...) 
+ Giao viec va theo doi tien dO thkrc hien qua tong buck 	, 
+ Thong bao, canh bao to Ong den ngtroi xir lY dung thoi diem 

HO trg soar' thao du thao cac van ban xtr,lY don (chuy6'n,,huong dan, tra lai...): 
- Soan than truc tuyen v6i sir tham gia dong thai dm nhieu ngtrai dimg 
- Ghi nhjn, theo doi qua trinh chinh sira (track change) khi sop than van ban 
- Phan quyen cong chdc vien, lanh dao,... truy cap du -Mao c6 the binh lujn, chinh sin., nh4n xet, phat hank 
- Ltru vet cac phien ban chinh sira va cho phep phttc hoi cac phien ban cu 

HO trg ky so van ban ngay tren he thOng, dam bao tinh phap 1Y va tien lgi trong phat hanh 

Theo doi 	dO tin 	xir lY, trao dOi, binh lujn trtrc tip trong timg buoy xir lY 

Tu dOng cap nhjt trang thai xir lY, dOng 130 thong tin vai cac quy trinh khac (ne'u co) va thong bao ke't qua t6i cong dan 

Quern If; sa tie'p nhein dan tint 
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Quan ly va ltru trir toan b6 thong tin dia quy trinh tiep nhan dan this, bao gOm: 
- Nguon tiep nhan ,  
- Ngdy, gia giri/ tiep nhan 
- H9 ten ngtrai giri 
- Dia chi lien he, CMND/CCCD 
- Loai don (khieu nai, to cao, kien nghi...) 
- Don vi/doi tugng bi phan anh 
- Tai lieu dinh kern: hinh chimp/ scan cac ban giay tir cac nguon 
- Trang thai tiep nhan va xir 11  
Cho phep tim kiem, truy xuat thong tin tiep cong dan nhanh ch6ng: Tim kiem theo CCCD, h9 ten cong dan, ngtroi tiep, loci 

clan this,... 

L9c nhanh theo metadata: loci dan this, thai gian tiep nhan, don vi c6 tham quyen xir 

Ket xuat du lieu ra excel, pdf theo mau s6 tiep nhan don this theo quy dinh 

2.3 Qua' n ly giiii guyEt khieu nai/ to cao 

Quit' n 13'7 yeu cau thy If, khieu nyi/ ta cao 

Co kha rnang tich hop vgi quy trinh 	VT don this, to d6ng girl thong bao don khieu naiit6 cao t6i cong chirc vien dugc phan 

cong tiep nhan xir ly  

Cho phep cong chirc vien chuyen tiep don den don vi chiu trach nhiem lien quan trong trueng h9p '<hong c6 tham quyen xir ly 

hoac phan h6i don khong du dieu kien this VT bang cach thong bao tren he. thong. 
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H9 tr9 soan thao cig thao cac van ban thong bao (Thong bao thu 1)",, thong bao dinh chi...,...): 
- Soan thao trgc tuyen vii sir tham gia clang tiled ctia nhieu ngueri dung 
- Ghi nhjn, theo doi qua trinh chinh sda (track change) khi sojn thao van ban 
- Phan quyen cong chirc vien, lanh dgo,... truy cap dg thao có the binh lujn, chinh sira, nhjn xet, phat hanh 
- Ltru vet cac phien ban chinh sira va cho phep phuc hoi cac phien ban ca 

H9 tr9.  Ic)'T s9 van ban ngay tren N th9ng, dam bao tinh phap 1)2 va tin lgi trong pita hanh 

Ltru vet lich six toan blo quy trinh tip nhjn xir 1)% khieu nai/t9 cao 

Theo doi tien do xir b' I , trao d6i, binh lujn trgc tip trong timg btrdrc xir 17 

Tg ding cap nhjt trang thai xir 1)"7, ding b9 thong tin vii cac quy trinh khac (ne'u co) va thong bao ke't qua tai cong dan 

Cho phep canh bao thOi han xir li khieu nal khi tin hanh thu 15T 

Qua n If, s a thy If, khiiu nyi/ a cao 

Quan li toan b9 thong tin thin t'9 cao, bao g9m: 
- Nguon tiep nhjn,  
- Ngay, giser gin/ tiep n,h jn 
- Ngay thg 15T / ngay ket thdc xir li 
- Ho ten dia chi lien he, CMND/CCCD ngueli to cap 
- Ngued bi to cao 
- N9i dung to cao 
- Tai lieu dinh kem: hinh chip/ scan cac ban giay tit cac nguon 

 	- Trang thai ti6p nhjn va ?dry 

Cho phep tim kiem, truy xuat thong tin dun khieu nqi/to cao nhanh chOng: Tim kiem theo Ho ten ngtroi to cao / nguari bi to 
cao, Ngdy ti'ep nhjn,... 
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Loc nhanh theo metadata: 14 don thu, thiii gian tier) nhan, don vi co tham quyen xir 1ST,... 

Ket xudt du lieu ra excel, pdf theo m'au so thu 1ST khieu ngi/t6 cao theo quy dinh 

2.4 Quart 0 cap so van ban phat hanh 

Cu hinh dai cap so cac van ban thong bao, quye't dinh: quan 1ST va kiem sok viec cap s'6 van ban 

Cu hinh ding thirc (formular) cho truong so van ban theo 14 van ban: cho phep thiet 10 cong thirc clanh so van ban (VD: 
	 04/QD-TCTHADS) 

Quan lf bcio cao Op trung 

Tich hop vai cac thong tin cL hinh tir 1u6ng quy trinh dua ra bao cao th.ting ke tang quat theo cac clang bieu 6 

Cau hinh nhieu 14 bao cao theo nhu cau chuyen sau Oa timg loci quy trinh,... 

Cho phep hien thi clang Neu d6 cot, &ding, trim theo nhu cL 

Cho pile') xem bao cao theo co eau to chirc ciia tong cvc THADS theo thin gian 

2.5 Quan 0 thong brio 

Cho phep nhan thong bao tren N thtmg 

Cho phep giri thong bao theo hinh thirc email/sms 

Cho phep xem town bi5 lich sir thong bao teen N th6ng 

Cho phep 19c thong bao theo ng4y, 14 thong bao va trgng thai da d9c/chua doc. 



1 

2 

3 

3. Yeu cat' phi chtrc nang 	dich vu CNTT/ Nen tang so 

15 

STT 

I. Yeu cAu kS7 thu4t 

1. Yeu cAu ve giao dien he thiing 

Yeti eau Mo to 

Cung cap cong cu keo-tha. (drag-and-drop) de thiet ke giao dien nguoi dung cho cac Ung dung web 
va di dOng 

1 

Thu vien cac thanh phan UI (widgets) phong phu, c6 the tuy chinh (vi du: bieu mau, bang du lieu, 
bieu 6, nut, truong nhjp lieu cac loaf)  

2 

3 Kha. Wang tao cac giao dien dap img (responsive design), to dOng dieu chinh cho cac kich thu6c man 
hinh khac nhau (desktop, tablet, mobile)  

4 H6 trg tao cac chit de (themes) va kieu clang (styling) tily chinh de phU hop v6i nhjn dien thuung 
hieu cita Cuc THADS 

2. Yeu can kha nang san sang ciia he thiing  
He th6ng can dugc thiet ke dap img: 
Concurrent users: Ho trg toi dual 5000 nguoi dung, trong do cao diem 500 nguoi dung &rig that 
Response time: Theyi gian phan hoi < 3s cho 99% requests; 
Availability: Uptime toi thieu 99.9%; 
Cung cap dung lugng luu trir toi thieu 300 Terabyte (TB) trong 03 Warn. 
Khong c6 Diem 16i Dun (No Single Point of Failure - SPOF): Kien truc tong the cda nen tang phai 
dugc thiet ke de 14 1)6 cac diem 16i don le doi \Tad tat ca cac thanh phan quan trong (vi du: may chit 
img dung, may chil co s6 dir lieu, 106 can bang tai, API  gateway) 
H6 trg Clustering va Can bang Tai: Nen tang phai 116" trg clustering cho cac thanh phan chinh va sir 
dung cac giai phap can bang tai (load balancing) hieu qua de phan ph6i deu luu lugng truy cap, toi tru  
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Yeu cAu MO tã STT 

h6a hieu nang va tang cuing do san sang. Bat bloc Database trien khai clang Clustering vii tai thieu 

3 node 
Co the Chuyen d6i Dv phOng Tv Ong (Automated Failover): Trong truing hap mot thanh phan he 
thong gap sir co, phai c6 co,che to ding chuyen doi sang thanh phan du phong ma khOng gay gian 
doan hoac gian doan tai thieu cho ngtrai dimg. 

5 
	Sir dung Caching strategy: Trien khai caching da tang Database, Application, CDN 

Kha nang Mo ring Linh hoat: 
+ Mo ring Ngang (Horizontal Scaling): Kha nang them may chidphien ban (instances) mai vao cum 
(cluster) de tang Wang lvc xir ly khi tai tang cao. 
+ Mey ring Doc (Vertical Scaling): Kha Wang tang cuing tai nguyen (CPU, RAM, km frit) cho cac 
may chil/phien ban hien c6. 
Kien true Microservices: Liu tier' cac nen tang c6 kin true dva teen microservices. Dieu nay cho 
phep cac dich vu hoac Mo-dun khac nhau cfla nen tang c6 the &Jac phat trien, trien khai, mo rang va 
bac, tri mot cach clOc lap, tang ctrang kha nang phvc hoi va linh hoat cua toan he thong. 

Tich hap no-code: He thOng cung cap cac tinh nang gialp ngtrai dung c6 kien thdc han the ve CNTT 
van c6 the tich hop bang giao diem 
Connector (Cong ket noi): 
- Drag-and-drop interface: Giao dien keo tha de cau hinh tich hap 
- Visual mapping: Mapping dir lieu trvc quan giira cac he th6ng 
- Template library: Mat tich hap co san cho timg loci he thong 
Workflow Builder (Thiet ke luong) 
- Visual flow designer: Thiet ke luong tich hap bang giao dien do hga  

4 

6 

7 

1 
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STT MO ti Yeu can 

- Conditional logic: Logic dieu kien khong can code 
- Event triggers: Thiet lap six kien kich boat ttr d6ng 
- Data transformation: Chuyen doi du lieu vai cac ham built-in 

2 

Tich hop Low-Code/Full-Code: He th6ng cung cap cac tinh Wang &Up nguai dung c6 the lap trinh 
script tren giao dien va chay runtime trong qua trinh boat d6rig 
Custom Conector (TuST chinh cau hinh)_ 
- Code snippets: Thu vien ma nguon mau cho cac tac vv ph8 bien 

, 

- Parameter configuration: Cau hinh tham so bang giao dien 
- Debug tools: Cong cu debug tich hop 
Runtime Script (Nap ma nguon d6ng) 
- Hot-reloadable Script: Script c6 the load/unload trong runtime 
- Groovy scripting: H6 trg script cho logic phirc tap 
- Script lifecycle management: Quan l)",  \Tong clod Script 
- Dependency injection: Ho tra DI cho plugins 

3 

Ho tro RESTful API vai cac tieu chuan sau: 
- Documentated APIs: Tai lieu API day du vai Swagger/OpenAPI Specification 
- Authentication: He) tro OAuth 2.0, JWT va API keys 
- Rate limiting: Gioi han so lugng request d6 baa ve he th6ng 

4  H6 tro cac Giao tiep Bat &rig b6: Tich hop vai cac he th6ng hang dgi tin nhan (Kafka) 

5 
Dam bao kha Wang tich hop vai cac he thong c6 san dm ctic THADS va c6 Mid Wang tich hop vai 
cong thong tin then tir quoc gia nhu VNeID, CSDL quoc gia ve dan cu, tod an,... va cac don vi lien 
quan. Yeu cau ma r6ng 

3. Yeu eau ve tinh da clang boa va chuyen mon hoa dap ling lutong nghib vu 



STT 
Yeu eau Mo to 

3 

4 

5 

2 

3 

1 

4 

Med truang Phat trien True quan: Cong cu thiet ke UI (UI Designer) keo-tha, thiet ke Quy trinh 
Nghiep vv (Workflow/Process Designer) ho trq BPMN, va thiet ke MO hinh Da lieu (Data Modeler) 
true quan. 
Quan ly Quy trinh Nghiep vu (BPM) va Tu dgng h6a: HZ) trq quy trinh phirc tap, lung cong vi& 
dgng va linh hoat, cho phep giam sat va phan tich quy trinh. 
MO hinh hoa va Quan 1T Da lieu linh boat: Cho phep tao thvc the tuy chinh, dinh nghia mg' i quan he, 
quy tac xac th‘rc du lieu nang cao, nhap/xuat di/ lieu, tim hem va kiem soat truy cap chi tiet.  

Ho trq day da.cac bieu mau va quy trinh 	cvc THADS, cho phep chinh sira trix tip bang cL 
hinh, khong can thvc nang cap san pham va 1ap trinh ma rgng. 

4. Yeu cau ve tinh 'fang AI  
Co cac diem cham AI c6 the tich hgp vao bat ki tinh nang nao dang c6 san oh he thong  
AI phvc vu Xir ly Tai lieu Thong minh (IDP): Nhan clang KST to Quang hoc (OCR) tieng Viet chinh 
xac; X* 1y Ngon ngfr Tu nhien (NLP) cho van ban phap 1y (trich xuat thong tin, phan loai tai lieu, 
tom tat van ban, tim kiem ngu nghia).  
He thtmg Ho trq Quyet dinh (DSS) dva tren AI (co sir tham gia ma' a con nguoi): Ho trq phan tich vu 
viec, danh gia rni ro (ho trq), ho trq phan 136 ngu6n lire.  
Trien khai va Quan 1y MO hinh AI/ML: Tich hgp, trien khai, quan 1y mo hinh AI/ML da huan luyen 
hoac phat trien mo hinh mai (ho trq TensorFlow, PyTorch, Python).  
Can dam bao du ngu'On hyc cung cap AI Factory vai chimg chi bao mat PCI DSS Cap dO 1  

II. Yeu eau bao mat 
1. Mc thtrc - Authentication 

1 

2 

18 
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STT MO to Yeu eau 

1 Viec xac thuc phai dux hien tren may chu cho tat ca tinh nang/tai nguyen ngoai trir cac tinh nang/tai 
nguyen cung cap thong tin public 

2 Trien khai ca che chong tan cong do doan mat khau, tai khoan, thong tin xac thuc giri qua POST 
request 

3  Sir dung lop/thu vien tap trung tren may chi' cho tat ca kiem sok xac .thuc 

4 Ma Ma mat khau bang ham barn PBKDF2, Scrypt, Bcrypt ket hgp voi salt (neu irng dung quan 1S, 
	 thong tin clang nhap) 

5  Neu viec khoi phtic lai mat khau qua email, chi giri tdri email dd clang 1ky tir truck 
6  Ngitgi dung can xac thuc khi thuc hien tinh nang quan tr9ng (nhu d6i mat khdu) 
7  Sir dung AzureAD/AD cho xac thuc ngtroi dung not b9 

2. Quail l ,  phien - Session Management 
1  Sir dung lop/thu vien tap trung tren may chi' de tao ra, kiem sok, quan 17 phien/token (SessionlD) 
2  M6i khi xac thdc lai (re-authenticate), SessionlD/Token phai dirge tao moi. 
3 SessionID/Token at tren HTTP header va khOng dugc 19 ra teen URL, thong bao 1Oi, nhat k3',  

4 Thiet lap thu9c tinh secure va httponly cho cookie chira SessionID/Token, khi clang xudt phai huy 
	Session1D/Token 

5 Tinh nang nhay cam cua ung dung nfur quan 17 tai khoan, sit dung ket hgp ma nonce de chOng tan 
	cong CSRF 
3. Kiem  soat truy Op - Access Control 

1  Sir citing mot lop/thu vien tap trung tren may chi' cho kiem sok phan quyen 
2 Kiem soar phan quyen theo nguyen tac ac quyen t9i thieu, kiem sok theo vai tro (RBAC), ma tran 



6. Kiem sok loi - Error Handling & Logging  
Sir dung thong bao lot clang tit),  chinh, khong chua thong tin he thiing, noted dimg, thong tin chi tit 

lot 
A 

Dam bao 	dugc ghi log se khong th6 thgc thi teen phan mem quan ly nhat lc)",  (tranh cac loi 

XSS, Command Injection...) „ 
Khong 	cac thong tin nhay cam tren log bao gom: Session ID, Token hoac mat khau. 

2 

3 
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STT 
Yeu cAu 

phan quy'en can dugc tai lieu h6a  

3 	
Thanh phan quan trj cua img dung phai dugc tach biet thanh phan danh cho ngtroi dung cuiii/ khach 

• 
hang va chi có the truy cap tir dja chi IP not b9.  

4. Kiem tra tinh hop le de lieu du vac) - Input Validation  
Du lieu nhap tir nguaii dimg, tir ben ngoai (HTTP param: URL, body, HTTP header, CSDL...) phai 
dugc kiem tra tinh hgp le (di phap: loai, d9 dai)/sanitize (bind parameter/encoding) tren may chit 
truck khi xir ly  
Cac loai file khi upload len can check 1c5T loai file, extention, dung luting file,... theo yeu cau cua 

2 	nghiesp vu  
5. Ma hoa dir lieu dAu ra - Output Encoding  

1 
	Sir dung mot lop/thu vien tap trung ten may chit cho ma hoa/chuy& d9i du lieu dau ra ten may chit 

2 Thy theo tong ngir canh, can chuye'n d9i/ma boa (encode) cac du lieu truck khi xir ly (Vi du: HTML 
Encoding de tranh lot XSS tren giao din ngtraii &mg..) 

4 	
Ghi log tat ca, cac tnremg hgp kiem tra tinh hgp le khong thanh cong cua du lieu dau vao, xac thtrc 
truy cap, loi kiem soat truy cap, k6t not \Teri ma token  khOng hgp le hoac het han, ngoai le he th6ng  

1 

MO to 
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STT 
Yeu c'au 

(system exceptions)... 
7. Bao ve dCr lieu - Data Protection 

Loai 136 toan b6 cac dien giai (comments) tren ma nguon có chira thong tin he thong hoac cac thong 
tin nhay cam khac. 

Khong ltru thong tin nhay cam (mlat khau, du lieu PII...) ding chua dugc ma boa tai cac may tram. 
CAPTCHA phai dugc sir dung tren cac form phan h6i/lien he/trang clang 14 de ch6ng du lieu spam 
vao irng dung 

Sir dung cac truy van clang tham s6 boa cho ket not CSDL (PHP bindParam, Java PreparedStatement, 
Hibernate createQuery, LINQ...) 

I5ng dung phai sir dung dac quyen t6i thieu khi truy c'13 vao CSDL 

6 	Chu6i ket not (connection string) va mat khau khong dugc luu duoi clang ro (plaintext) tren irng 
dung. 

Cac du lieu nhay cam (rnjt khAu, PII,...) phai dugc ma hoa bang cac thu4t toan manh: AES-256, 
RSA-2048,... 

8. Truy'en tai dir lieu - Data Intransit 

1 	
cac irng dung. 
Trien khai HTTPS (TLS 1.2 tro• len) cho ket not giira ngueri dung va irng dung, ket not tich hop gifra 

2 	Khong chuyen sang giao thirc ket not khOng an toan khi ket not TLS khong thanh Cong. 
3 	Loai b6 cac tham s6 chira thong tin nhay cam trong HTTP referer khi ket not tad cac trang ben ngoai. 

9. Quail 17 cAu hinh - Configuration Management 
1 	Dam bao cac may chi', framework va cau phan he th6ng (plugins, thu 	dung phien ban cap 

1 

2 

3 

4 

5 

7 

MO td 
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STT MO ti Yeu cau 

nhat mai nhat. 

2  Loai 136 cac tinh !fang va tap tin khong can thie't trtrac khi trien khai len mOi truang cung cap dich vu. 

3 
Tat tinh nang liet ke duang din tren webserver, cau hinh disallow trong robots.txt a khong cho phep 

ding cu tim kiem danh chi mvc 

4  Loai 1)6 cac thong tin he dial hanh, may chn web va framework dm irng dung trong HTTP response 

10. Quin 1ST tai nguyen - File and Resource 

1 
Ling dung chi cho pile') tai file len theo danh sach &lac phep (whitelist), chan tai len file thvc thi, 
khong tra Nis &rang dan tuyet dOi dm file tai len. 

2 Lau till file tai len tren CDN/DB, chan quyen thisc thi trong thu mvc chira dvng tep tin dugc tai len 

3 
Cau hinh mot danh sach cac ten va loai file dtrac cho phep (whitelist) khi irng dung cho phep ngu&i 
dimg truy xuat file tren may chit. Tix choi truy cap hoac sir citing mot file mac dinh thay the khi truy 
cap file kh8ng nam trong danh sach cho pile') 

4 
Khong sir dung du lieu nhap dr nguai dung cho chuyen huang (HTTP redirect), ne'u sir dung, chi cho 
pilep chuy8n huang tai cac URL nam trong danh sach dugc pile') 

11. L4p  trinh irng dung 

1 
Phai sir dung co the khoa hoac dl mg ix) khi c6 nhiuo' 	lung truy cap va thay dOi gia tri du lieu tai 
cung mot tiled diem de tranh 1'81 race condition 

2 
Sir dung cac ham API da tich hop san a thvc hien cac tac vv tren he di&i. hanh. Khong cho pile') img 
dung dua ra cac lenh trvc tiep den N dieu hanh, dac biet thong qua viec sir dung ung dung de khoi 
tao shell. 

3 Sir dung co ch6 barn de xac nhan tinh toan vqn dm ma nguem Bien dich, cac thu vien, cac tep tin thvc 
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Yeu cau 

thi va cac tep tin cau hinh. 

Khgi tao gia tri cho cac bien va bo nh6 khi khai bao hoac trugc khi sir dung lan dau.  

Ra soat ma ngu6n va thu vien dm ben thir ba de xac dinh nhu cau sir dung va xac minh tinh nang an 
town de tranh rui ro 

Neu img dung thdc hien cap nhat to Ong, six dung co the chit ky s6 de dam bao tinh toan yen, ket 
not qua kenh ma hoa 

12. Bao mat di dOng - Mobile security 
1 
	

Khong luu trtr thong tin nhay cam teen storage, neu luu till can dam dugc ma h6a. 

3 

2 

Khong de l6 thong tin nhay cam (PII, username/password, key crypto, authenticate token) teen 
debug log, app logs. 

Khoa ma h6a sinh ra phai sir dung ham Secure Random, phai dugc luu tra trong keychain/keystore 

Ting dung trien khai TLS, ca the cert pinning de ch6ng lai tan cong Man in the middle 

Irng
JavaScript phai dugc vo hieu hoa trong WebViews hix khi thpc sir can thiet  

dung can build a release mode, trien khai cac co the obfuscate code, minimize code 
7 	Carib bao ngligi dung hoac cham dirt irng dung khi phat hien thiet bi root/jailbreak 

13. Chting nh4n danh gia, kiem thir An town thong tin ting dung  
Cung cap chill-1g nhan danh gia, kiem thir (Pentest, Secure Code Review) dugc thgc hien bai ben dioc 
lap chuyen cung cap dich danh gia/kiem thir c6 uy tin teen thi truemg hoac Pentest bai cac Trung tam, 

1 	Cong ty d6c lip. 
Yeu cau giri lai cac bao cao Pentest, Secure code; dam bao fix tat ca nhitng to h6ng mirc Critical, 
High, Medium truck khi Golive 

4 

5 

6 

4 

5 

6 

MO to 
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14. Quan tri ANBM, he theing va van hanh 

1 

Co cac giai phap bao ve he thOng de giam thieu riii ro an ninh mpg, bao Om nhung khong giai han: 
+ Firewall 
+ IPS 
+ Endpoint security 
+ Encryption 
	+ SIEM  

2 

Co cac chirc nang quan tri ANBM: 
+ Quan lSirili ro CNTT 
+ Dam bao an toan thOng tin: Gia co, kien toan he th('';ng, clanh gia, ra soat,. 
+ Giam sat an ninh mang va xir 13'T str co 
+ Van hanh, quan tri N thOng ANBM 

3 
Phan tach phan \Tung mang theo vai tro: 
+ Chia cac VLAN rieng biet cho cac dich vu App, Database, Camera, Parking, Enduser... 
+ Sir 'thing firewall de kiem soat du lieu ra/vao gicra mang phan vimg mang, cac he thOng, img dung. 

4 

Kiem soat truy cep to xa: 
+ Sir citing he thOng quan tri PAM/JUMP de hem soat truy cep tir xa vao he: thong may chii, CSDL, 

thiet bi mang, bao met. 	 . 
+ Chi truy cep port quan tri 80,443,22 to may chii JUMP dirgc quy hoach, khong ma trtrc tie cho 
nguai dung 
+ Sir dung giao thirc ma hoa manh (HTTPS/SSH) cho du lieu trong qua trinh truyen tai trong mang 

5 
Trien khai cau hinh hardening theo tieu chuan de ban hanh cho cac he thong thiet bi mang, bao met, 
may chil 
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6 Phan tach moi truemg test/dev va production de dam bao tai khoan moi trueyng test/dev 'thong truy 
cap dugc vao production va ngugc lai 

7 

Phan tach viing mang, DC-DR: 
+ Khong cho pile') ket not tir ngued dung trgc tiep vao Database, ket not cilia ngued dung phai qua 
App/Web Server de xir 13‘f yeu cau du lieu 
+ App va DB khong setup chung tren cling 1 server 
+ Kien trlic he thong DC - DR nham khoi phvc he thong khi có tham h9a xay ra 

15. Yeu eau ve Wan thii phi!) 1S,  va chtimg chi 

1 Dap img ve giay phep dich vti va tuan thu quy dinh dia phap luat lien quan den giao dich dien dr lien 
quan 

. 
Yeu cau mg rong 

2 Giay phep cung cap dich vu chit Ici so dien tit, dich vi,i chimg dux dien tir dm co quan chirc nang có 
tham quyen Yeu cau mg rong 

3 Bo sung cac dieu khoan ve bao ve du lieu ca nhan va bang chirng thuc hien bao cap theo nghi dinh 
13/2023/ND-CP bao ye du lieu ca nhan Yeu cau mg rong 
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PHAN 2. YEU CAU -WC NANG CUA NEN TANG SO TRONG LINH VI1C THI HANH AN DAN Si)' KM XAY 

DUNG, TRIEN KHAI 

chirc' 	 co' ban saw 
- -a/ 	• 

MO TA YEU CAU DOI VOI CAC CHfrC NANG 

I QUAN LiT TAI KHOAN VA PHAN QUYEN 

1 Ding 147 

Cho pile') dang 14 tai khoan tren he thng bang email dm ngtroi sir dung 

2 Bang nh4p/ Ding xuat 

Cho phep km thong tin tai khoan va mat khau voi Fan (tang nhap tier) theo 

Cho pile') ngiroi dung thao tac ldy lai mat khau khi quen mat khau bang phucmg thirc xac nhian qua email 

Cho pile') call hinh clang nhap mot 'An voi tai khoan dang dugc sir dung 

Cho pile') dang nhap bang tai khoan tao tir he thong, c6 cat' hinh he thOng clang nhap xac thgc 2 Ian tang bao mat 

CO thong bao khi ngu&i dimg dang nhap that bai vcn thong tin ten dang nhap va mat khau sai. Th‘rc hien khOa tai khoan doi 
yeti tai khoan dang nhap sai mat khau qua so ran quy dinh. So lan dang nhap sai mat khau cho phep dugc phep quail lY dieu 
chinh bang he thong quan 1.S7 tap trung 

	 1111413  

Cho phep ngtroi dung clang xuat tai khoan ra kh6i he thong. Sau khi dang xuat giao dien irng dung se quay lai man hinh clang 

3 Quin 15T tai khoin he thOng 

Quart lY so d6 to chirc theo cay to chic cita don vi 

Cung cap giai phap clang nhap SSO cho phep cac website khac c6 the tich hop a sir dung 

Quart Vi nguoi dimg, nhom ngued dimg trong to chirc 
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Phan quyen nguoi dUng, nhom nguoi dung theo phan he, chirc nang 

Quan 1)"/ chirc vu &Rye phan cong theo nhiem vu trong to chirc 
Quan VT trang ca nhan cilia nguiyi dUng, cho phep dinh danh thong tin nguoi dung, hinh anh dai dien/ hojc anh bia tren trang 
	 ca nhan  

Cho phep role admin quan lf thong tin clang nhjp dm ngueri dung: clang nhjp xac thuc 2 lop/ clang nhjp bang google authen 
Cho phep quan 1)2 thong tin Chu V s9 cUa ngtrai dUng: Chit.  1c)"i anh, Chu.  V/ anh s9, chUng thu s9 de sir dung khi V ke't tren 
Phan he V ket van ban dien tir 

Cho phep cL hinh dia chi IP dugc phep clang nhjp vao he thOng 

Cho phep ngtthi dung xem nhjt V hoat &Ong 6,  phan he Quail VT tai khoan va lich sir clang nhjp vao cac phan he khac 
II QUAN IA" THIET LAP BIEU MAU BONG 

Keo tha de tao bieu mau/form voi da dang 139 cpc (row, column, step) va phong phi' thanh phan (block) ti r co ban (input text, 
checkbox, date picker) den nang cao (upload image, upload file, signature, camera, form in form). 

Cho phep tao, guar' 17, phat hanh va ket not form trong toan b9 lung nghiep vv. 

Cu hinh truc quan cac dieu kien logic phirc tap. 

Tich hgp sau voi ngu9n du lieu trong va ngodi he th9ng. Wong tiled, lay, 19c, dien du lieu vao form tir ben ngodi qua API va 
lien ket truc tiep voi du lieu ben trong he thong, thuc hien chen bien (fill/merge bien) vao file mau 

III QUAN LV THIET LAP QUY TRINH BONG 

Quan 1)"/ nhom quy trinh dJ clang phan loaf theo tirng loci quy trinh can thgc hien 

Quan lf quy trinh voi cong cu truc quan thiet ke quy trinh cho m9i nghiep vu theo chuan BPMN. Keo tha nhieu loci mo-dun 
tir thong dung (task, event...) den chuyen biet (14, thuang thao...). 
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Cho phep tao luang quy trinh theo re nhanh yes/no hoac chay song song, clang thoi va thiet lap dieu khien luang link hoot qua 
cac trang thai, cong chuyen \Tad diet' kien chat che. 

Cho phep cau hinh nguefi thkrc hien teen tirng buov cda luang quy trinh, c6 the cau hinh dieu kien tlwc hien voi tirng nguoi 
PIC. Cho phep cau hinh theo chirc vu dm nglieri dung thu6c phong ban 

Cho phep cau hinh then gian thkrcrhien theo lung quy trinh hoac theo then gian dm tirng bu6c thkrc hien. Co the call hinh thai
nhac truck han, thai gian nhac thgc hien cho tirng btrov quy trinh 

Cho phep cau hinh bieu mau can nhap tucmg dng \Teri cac buoy trong quy trinh 

Cho phep gan cac cong viec can thgc hien tuang irng veri tirng bulk trong quy trinh 

Cho phep cau hinh phan quyen xem du lieu do'i v6i tirng btr6.c trong quy trinh 

IV QUAN LY MAU TAI LIEU 

Chinh sira, thiet Ice tai lieu online tucmg thich hoan toan v6i cac dinh clang pha bien (docx, xlsx) 

Ho trg dinh nhieu tinh nang dinh clang tir co. ban (Fonts, tables, lists, images, paragraphs, page breaks) den nang cao (chan k "Y) 

Tich hgp chuyen sou v6i cac phan he (tran Men mail merge tir phan he Quan lf bieu mau, chinh sira nang cao tir phan he 
Thucmg thao trkrc tuyen, gui van ban/hgp (long sang Phan he 1(5T ket van ban dien td) 

V  QUAN LY YEU CAU/ DE XUAT 

KM tao va bat clan lung da thiet ke tren phan he Quan l'i quy trinh vao thtrc to 

Quan lT giao dich can tlwc hien theo nh6m dich vu tuo'ng img. Phan quyen tao theo phong ban 

Quan li giao dich dm tai la danh sach giao dich dugc tao ra dm chinh nguiyi clang dang dang nhap 
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Cho phep ngtreyi dung xem chi tit va nhan ban/ huy giao dich dang thgc hien 

         

        

Quan ly giao dich can xfr 13'7 la cac giao dich can xem xet/ phe duyet cua ngtreyi dung theo tang thai tre han, dang thirc hien, 
hoan thanh, huy, to chcii  

     

             

        

Ttr thong gfri thong bao tren app he th6ng/ email den ngtreii dung khi den hart cong viec 

Cho phep tai file dinh kem theo the dinh clang: word/excel/PDF/image khi thtrc hien chay lung quy trinh 

      

              

       

Cho phep thtrc hien thao luau va tag ten ngueYi khi tham gia thao luan 

         

       

Ghi nhan lich sir thtrc hien lung quy trinh, va log lai trang thai SLA cho lutmg quy trinh/ den tong btrOc quy trinh 

     

       

Cho phep danh gia sau khi ket thac mot lung quy trinh 

         

                  

       

Cung cap day du giao dien than thien cho ngtreyi tham gia quan ly, thao luan va thtic thi tong ticket giao dich trong quy trinh 

Ket not to Ong va thong sues'yt toan bc3 cac phan he trong he sinh thai gititp ngtren dung co the xem day du thong tin trong ticket 
(bieu ma'u, tai lieu)  

    

           

      

Dashboard bao cao th6ng ke tinh trang cac giao dich, hien thi cac bieu 6 bao cao va thong ke, hien thi thong tin SLA 

     

     

VI MY L)-( VA KY SO TAI LIEU TIWC TUYEN 

         

      

Cho phep ngtren dung tao mai tai lieu trinh ky bao 	Thong tin chung tai lieu, tai len file tai lieu, xac dinh lung ky, thiet 
ke tai lieu 14/, cau hinh giri tai lieu  

    

      

Cho phep tao mau tai lieu de stir dung cho cac nghiep vu 14/ ket chuan 

         

      

Cho phep thtrc hien 14 ket theo cac luong ky ket tuan tt.r, song song. 

         

      

Cho pile') thtrc hien 14 ket theo cac hinh thirc 	1(3'T anh, K3'7 anh so, USB token, Passcode, Chu 14, s6 1 lan 

     

      

Cho phep ngtreyi tao gan ngtreyi xem xet duyet tai lieu 1c3', 
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Cho phep nguiyi tao gan ngired 14 va cai at cac hinh thirc 14, giri thong bao,... 

Cho phep nguoi tao On b9 ph4n van thu &mg dL va cai at cac hinh thirc 14., giri thong bao,... 

Cho phep ngir6i tap gan ngirin dieu ph9i de dieu phi lutmg 14 

Cho phep tao tai lieu theo lo, thk.rc hien 14 ket theo lo, phe duyet theo lo 

Cho phep ngueri.dimg quan VT tai lieu dugc tao beii chinh h9 theo cac trang thai: Ban nhap, clang xir VT, hoan thanh, hily bo, tir 

	 ch9i, qua han 
Cho phep ngirin dung xem lich sir k/' ket/ xem tai lieu lien quan/ tai xu9ng/ chia se/ them vao yeu thich cac tai lieu ma ngtthi 
	dimg do có trong luiing 14 

Cho phep nguiri dung quan VT danh sach cac tai lieu d'ai xoa 

Cho phep ngired dimg quan VT danh sach tai lieu yeu thich, xem lich sir va tai lieu lien quan den tai lieu yeu thich 

Cho pile') nguoi dung quan VT danh sach tai lieu cc sau khi da hoan thanh lung 14 

Cho pile') ngued dung them mdci cau hinh loai tai lieu va dua ra cac thong tin chung dm loai tai lieu do 

Cho phep ily quyen thi,rc hien 14 ket 

Cho pile') gia han than gian 14T ket truck khi het thin han thvc hien 14 tai lieu 
Cho phep ngued &mg cau hinh, cai d4t chung cho phan he bao dom: 14 to dOng, goi cirgcm4c dinh, cau hinh chia se tai lieu, 
	 cau hinh giao dien 14, cau hinh giao dien eKYC, eau hinh giao dien cap Chung thu so 1 lan 

Cho phep ngued dung xem thong tin bao cao chung cila phan he 

Cho phep ngirin &mg quan VT lich sir hoat Ong dm tai khoan teen phan he 
Cho phep ngu6i dung dugc xem cac tai lieu trong to chirc bao g9m cac tai lieu clang xir VT, tai lieu hoan thanh, tai lieu hity bo, 

	 tai lieu qua han, tai lieu tir choi 

VII QUAN LY DANH MUC DUNG CHUNG 
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Cho phep tao, cap nh'at va quan b'i danh mkic 

Cung cap cong cu tim kiem nhanh theo ma, ten 

IX DICH VU TICH HOOP VOI CAC HE THONG LIEN QUAN 

1 

Cung cap b9 giao dien lap trinh irng citing (API) rna cho phep cac he th9ng not 1)9 va ben ngoai ket not (Tich hgp va san sang 
tich hap toi thieu vcri cac he thong thong tin/ phan mem not b9 cila Tong ctic THADS, B9 Ttr phap; Ca so dir lieu quoc gia ye 
dan cu; Tem. an; Vien kiem sat, I47 lich to phap; C9ng dich vij cong Qu9c gia; He th9ng thong bao THADS qua irng (king 
VNeID). 

X QUAN Li' DU' LIEU VA TAI LIEU DIEN TIJ 

1 Luu till tap trung tren dam may toan b9 cac dir lieu, van ban, tai lieu teen h' th9ng theo to chirc/ phong ban, nghiep vv. 

2 To chirc sap xep tep va thu invc g9n gang, logic 

3 D9rig bo hod dir lieu \Teri nhieu lira ch9n (theo ngdy, loai, trang thai tai lieu tren tirng phan he) 

XI  DICH VU HO TROD TRi TUE NHAN TAO (AI) 

Co cac diem cham AI có the tich hgp \Tao bat ki tinh nang nao dang có san dm he tho'ng 

AI phtic vu Xir lf Tai lieu Thong minh (IDP): Nhan dang 1(3"/ to Quang hoc (OCR) tieng Viet chinh xac; Xtr 13"T Ngon ngir Tir 
nhien (NLP) cho van ban phap 1)'T (trich xuat thong tin, phan lc* tai lieu, tom tat van ban, tim kiem ngir nghia). 

He th9ng HO trg Quyet dinh (DSS) Oa tren AI (co sir tham gia cua con ngtrei): HO trg phan tich vu viec, danh gia riii ro (ho 
	trg), ho trg phan bo nguOn luc. 

Trien khai va Quan 1)"( MO hinh AI/ML: Tich hap, trien khai, quail 1)",  mo hinh AI/ML da huan luyen hoac phat trien mo hinh 
	mod (ho trg TensorFlow, PyTorch, Python). 

dn. dam bao du ngu9n ltrc cung cap AI Factory vcri chirng chi bao mat PCI DSS Cap d9 1 
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iet cac. eu eau eau hinh tin_ 	__ _ dungn hie_ _ vu THADS 

VIII QUAN IS( CAU HiNH CAC UNG DUNG THEO DAC THU 

1 Thu 13'7 va to chirc THADS 

1.1 Ho try' ra quyet ctinh THADS 

Tiep nhan, ra soat, xir 1ST yeu cAu thi hanh an 

Tiep nhan, ra soat, xir lY ban an, quyet dinh 

Ho trg thy 1Y, ra guy& dinh 

H8 trq lap s6, bao cao, tilling ke ve thy 1ST THADS 

1.2 Thu lil va to cherc THADS 
Quan 1Y to chirc thi hanh an (town b8 nghiep vu tix thoi diem CHV dugc phasri cong to chirc THA den khi ket thdc, luu till ho 
so) 
Quan 1ST ban giao h8 so 

Quan 1ST th8ng tin b6 sung 

Quan 1Y kho tang chung, vat chimg 

Quan 1Y thong tin duong sir 

Quan 1Y kiem Ice, th8ng ke va bao cao 

1.3 Bien lai dien ter 

Quan 1y tao lap bien lai dien tir 

KST ke't va phat hanh bien lai dien tir 

C6ng tra ciru bien lai 
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2 Quoin ly dip cong dan, deli' nh'Yn dan due va quoin ly giai quyet khieu nyi, to ccio 

Quan ly tiep cling dan 

Bao cao va thOng ke tinh hinh sir dung bien lai 

Quoin if, thong tin trip' diin 

Cho phep nhjp lieu, dinh kern don thu scanned va ghi nhan cac thong tin khi tiep cong dan 

D6i vgi trueyng hop tiep cong dan trirc tuy6n: 
- Cho phep xac thirc nhan than (dinh danh) cong dan girl don bang cac phuang tilde dien tir nhu eKYC,... 
- Cong dan de clang lga chgn cac bie'u mau theo quy dinh de dien don nhanh chong 
- He thong to Ong sinh ra don va giti d6n cong dan qua email/ s6 dien thoai de thirc hien lo°7 so don thu 

Quan ly quy trinh 1.17 yeu cau tiep cong dan 

Cho phep cong chdc vien phan hoi, hung clan hoc tit ch6i trgc tiep nhjn don de'n cong dan bang thong bao tit che'yi teen he 
thong.  

Quail 1)% trang thai trong quy trinh khi tiep nhjn cac yeu cau tiep cong dan 

Luu v& lich sir toan 13,8 quy trinh tiep cong dan, dam bao tinh minh bach 

Tir Ong ljp Bien ban tiep cong dan dien td va Giay bien nhjn don, tai lieu ducyc ke thda va tong hop du lieu tir cac bieu mau 
thong tin tiep cong dan  

Cho phep 1()'T k& dien td xac nhjn Bien ban tiep dan, c6 tich hgp chit 1(3"/ s6 dm Ban co y6u 
Cho phep dy quyen thirc hien 14 ket 

HO trg da clang hinh thirc 1()'T ket dien tir (USB token, CTS 1 lan,...): 
- Doi vgi Cong dan: cho phep c6 the 1(.y ket bang hinh thirc CTS 1 lan th8ng qua throng link dugc giri toi email/SMS 
- Doi vgi Cong chirc vien: cho phep c6 the sir dung chit 1(3",  so cda Ban Ca Y61.1 

2.1 
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Theo doi tien coo xir 1Y, trao ded, binh Juan truc tiep trong tong buck xir ly 

Ttr dOng cap nhat trong thai xir 1Y, &mg bO thong tin voi cac quy trinh khac (neu co) va thong bao ket qua tai ding dan 

Quan Ifi so Op cong dan 
Quan lY va luu tril toan bO thOng tin cila quy trinh tier,  ding dan, bao gOm: 
- Ngay, gi6 tiep 4an. 
- Ho ten ngiroi den. 
- Dia chi, CMND/CCCD. 
- NOi dung trinh bay. 
- Ho ten can bO tiep. 
- Trang thai xir lY 
	 - Ket qua, huong xir lY ban dau. 

Cho phep tim kiem, truy xuAt thong tin tiep cong dan nhanh chong: Tim kiem theo CCCD, ho ten cong dan, ngu6i tiep, loai 
	 clan thu,... 

LQC nhanh theo metadata: loai dan thu, thoi gian tiep nhan, nguai xir 1Y,... 

Ket xuAt du lieu ra excel, pdf theo mAu s6 tiep ding dan theo quy dinh 

2.2 Tip nhein den thw 

Quan 1.15 danh mfic nai nhein/gai 

Khai bao va quan lY danh sach nai giri — nai nhan dan thu 

De dang tai sir citing khi tao hoc xir lY dan thu 

Quan 1.0 loai don thw 

Khai bao danh nrkic cac loai dan thu tiep nhan 
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Cho phep cAu hinh doi vai m6i loci: 
+ Xac dinh quy trinh xur 13"/ tuang irng 
+ Phan quyen tiep nhan, xtir 1 Si doi v6i timg loci don this.  
+ Trueyng thong tin can quan 13'T tir cac bieu mau don thu 
+ AI ho trg trich xuat thong tin  
Xfr 1.17 va Juan chuyJn thin thw 

Don thu dugc phan loaf, xir ly theo lung quy trinh linh hog.t da dugc xac dinh theo timg loaf 

Cho phep nhap lieu, dinh kem don thu scanned (dugc tiep nhan qua ngu6n buu dien, email, cac cong thong tin... 

Co kha nang tich hop vai quy trinh tiep cong dan, to dOng phan loaf don thu va chuyen tiep theo 1u6ng quy trinh xir ly ttrong 
img  

Lung xir 1Y bao g6m: 
+ Thir to thgc hien cac bu6c cong viec (tuan tg/ song song phi thuOc vao viec cau hinh quy trinh dOng) 
+ Loai cong viec can thgc hien tai rn6i btrac (phe duyet, tham muu 3"/ kien, thucmg than not dung, V so...) 
+ Giao viec va theo doi tien do thgc hien qua timg btrac 
+ Thong bao, ca.nh bao to dOng den ngtriii VI.  13'i dung theyi diem 

Ho trg sop thao dg thao cac van ban xdy don (chuyen,‘huong dan, tra leyi...): 
- Sop thantrgc tuyen v6i sir tham gia dong theYi 	nhieu ngtreyi dung 
- Ghi nhan, theo doi qua trinh chinh &Cm (track change) khi sop thao van ban 
- Phan quyen cong chdc vien, lanh 	truy cap dg tithe. c6 the binh Juan, chinh sira, nhan xet, phat hanh 
- Luu vet cac phien ban chinh sda va cho phep phgc hoi cac phien ban di 

Ho trg 1c3% s6 van ban ngay tren he th6ng, dam bao tinh phap ly va tien lgi trong phat hanh 

Theo dOi tien do xir 13'7, trao d6i, binh Juan trgc tiep trong t&ng bu.6c xu 13'T 
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Tir dOng cap nhat trang thai xir Vi, dog bO thong tin veri cac quy trinh khac (net' co) va thOng bao ket qua t6i cong dan 

Quan lfi so dip nhjn clan tint 
Quail li va ltru trir toan bO thong tin ciia quy trinh tiep nhan dan thu, bao g6'in: 
- Nguon tiep nhan,  
- Ngdy, gi6 giri/ tiep nhan 
- H9 ten ngtred girl 
- Dia chi lien he, CMND/CCCD 
- Loai dan (khi6u nai, to oak), ki6n nghi...) 
- Dan vi/doi tugng bi phan anh 
- Tai lieu dinh kem: hinh chtip/ scan cac ban giay tir cac nguon 
- Trang thai tiep nhan va xir y 
Cho phep tim kiem, truy xuat thong tin tiep cong dan nhanh chong: Tim kiem theo CCCD, h9 ten cong dan, ngu6i tiep, 14 
	 dan thu,... 

L9c nhanh theo metadata: loci don thu, thoi gian tiep nhan, dan vi c6 tharn guyen xir VT,... 

Ket xuat du lieu ra excel, pdf theo m'A.0 s6 tiep nhan don thu theo quy dinh 

2.3 Quern If, gitii quyit khiiu nyi/ tei cao 

Quiin lf, yeu ciiu thy 0 khiEtt nyi/ ta cao 

Co kha,nang tich hop voi quy trinh xir 1T don thu, to dOng girl thong bao dan khiL nai/t6 cao toi cong chirc vien dugc phan 

	 cong tiep nhan xir 1/ 

Cho phep cong chirc vien chuyen tiep dun den dun vi chiu trach nhiem lien quan trong truong hop khong c6 tham quyen xir VT 

hoc phan hoi don khong du dieu kien thu 1)",  bang cach thong bao tren he thong. 
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H6 try soan thao dir thao cac van ban thong bao (Thong bao thv 13'7, thong bao dinh chi...,...): 
- Soan thao truc tuyen vgi six tham gia &Ong th6i dm nhieu nguari dung 
- Ghi nhjn, theo dOi qua trinh chinh sira (track change) khi soan than van ban 
- Phan quyen cong chirc vien, lanh dao,... truy cap du thao c6 the binh lujn, chinh sira, nhjn xet, phat hanh 
- Lim vet cac phien ban chinh sira va cho phep phvc hoi cac phien ban cu 

H6 trgIcT s6 van ban ngay tren he thOng, dam bao tinh phap V/ va tien lgi trong phat hanh 

Luu vet lich sir' toan b6 quy trinh tiep nhan xir 157 khi'L nai/t6 cao 

Theo dOi tin d6 xir 13'7, trao d6i, binh Juan trix tiep trong tong bu6c xir 1.3"7 

Tix d6ng cap nhjt trang thai xir 1/, d'iing b6 thong tin vgi cac quy trinh khac (n6u co) va thong bao ke't qua toi cong dan 

Cho pile') canh bao theri han xir 157 khiL nai khi tin hanh thu 157 

Quint lf, so thy lf, khiiu nai/ter cao 

Quail 13'7 toan b6 thong tin don to cao, bao g6m: 
- Nguon tiep nhjn , 
- Ngay, gib.  gin/ tiep n,h jn 
- Ngay thp 13'7 / ngdy ket thiac xir 17 
- Ho ten dia chi lien he, CMND/CCCD ngired to cao 
- Ngireyi bi to cao 
- N6i dung to cao 
- Tai lieu dinh kem: hinh chvp/ scan cac ban giay tir cac nguon 
	- Trang thai tiep nhjn va xir 

Cho phep tim kiem, truy xuat thong tin dun khieu nai/to cao nhanh chong: Tim kiem theo Ho ten ngiroi to cao / ngireyi bi to 
cao, Ngay tiep nhjn,... 
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LQC nhanh theo metadata: loci don thu, tiled gian tip nhan, don vi có tha'm quyen xir VT,... 

Ket xuAt &I lieu ra excel, pdf theo mL so thv VT khieu n4i/t6 cao theo quy dinh 

2.4 Quan 0 cap so van ban phat hanh 

Cu hinh dai cap s6 cac van ban thong bao, guy& dinh: quail VT va kiem soat viec cap so van ban 

Cu hinh cong thirc (formular) cho truiyng s6 van ban theo loci van ban: cho phep thiet 14p cong thirc danh so van ban (VD: 
04/QD-TCTHADS) 

Quan 0 brio cao trip trung 
, 

Tich hop yeti cac thong tin cL hinh dr luong quy trinh dua ra bao cao th6ng ke tong quat theo cac d?ng bieu 6 

Cu hinh nhieu lo4i bao cao theo nhu cL chuyen sau dm timg loai quy trinh,... 

Cho phep hien thi ding bieu do cot, &rang, ton theo nhu c'au 

Cho pile') xem bao cao theo co cau to chirc dm tong cvc THADS theo thoi gian 

2.5 Quan 0 thong brio 

Cho phep nh4n thong bao ten he thong 

Cho phep giri thong bao theo hinh fink email/sms 

Cho phep xem town 1:10 lich sir thong bao teen he thOng 

Cho phep loc thong bao theo ngay, 14 thong bao va trang thai da doc/chua doc. 
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5. Yeu cAu phi chfre nang 	dich vu CNTT/ Nen tang so 

STT MO to Yeu c'au 

I. Yeti c'au ky thu4t 
1. Yeu cAti ye giao dien he thOng 

1 Cung cap cong cu keo-tha (drag-and-drop) de thiet ke giao dien nguoi dung cho cac img dung web va di 
dOng 

2 Thu vien cac thanh phan UI (widgets) phong phU, c6 the tily chinh (vi du: bieu mau, bang du lieu, bieu do, 
nut, truong nhap lieu cac loai) 

3 Kha nang tao cac giao dien dap Ung (responsive design), to dOng dieu chinh cho cac kich thu6c man hinh 
khac nhau (desktop, tablet, mobile) 

4 HO trq tao cac chu de (themes) va kieu clang (styling) tily chinh de phil h9p v6i nhan dien thuang hieu dm 
Cuc THADS 

2. Yeu au MIA 'tang san sang dm 14 thiing 

1 

He th6ng can dirge thiet ke dap Ung: , 	, 
Concurrent users: HO trq toi thieu 5000 ngu6i dung, trong do cao diem 500 ngueri dung (long that 
Response time: Thoi gian phan h6i < 3s cho 99% requests; 
Availability: Uptime toi thieu 99.9%; 
Cung cap dung lugng hal trir toi thieu 300 Terabyte (TB) trong 03 nam. 

2 
Khong c6 Diem loi Dan (No Single Point of Failure - SPOF): Kien trUc tong the dm nen tang phai dugc 
thiet ke de loai 136 cac diem 16i don le d6i v6i tat ca cac thanh phan quan trong (vi du: may chu irng dung, 
may chit ca see dir lieu, b6 can bang 01, API gateway) 

3 Ho trg Clustering va Can bang Tai: Nen tang phai ho trg clustering cho cac thanh phan chinh va sir dung 
cac giai phap can bang tai (load balancing) hit_i qua de phan ph6i deu luu lugng truy cap, Vol uu hoa hieu 
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STT MO 6 Yeu can 

nang va tang cuing d6 san sang. Bat bu6c Database trien khai dang Clustering vii t6i thieu 3 node 

4 
Co the Chuyen d6i Du phong Tu.  ding (Automated Failover): Trong truing hop mot thanh phan he th6ng 
gap sir co, phai c6 ca the to ding chuyen doi sang thanh phan du phong ma khong gay gian dogn hoac 
gian dogn toi thieu cho nguai dung. 

5 Sir dung Caching strategy: Trien khai caching da tang Database, Application, CDN 

6 

Kha Wang Ma ring Linh hoat: 
+ Mo.  ring Ngang (Horizontal Scaling): Kha nang them may chidphien ban (instances) mai vao cum 
(cluster) de tang nang hrc xir lf khi tai tang cao. 
+ Ma ring DQC (Vertical Scaling): Kha nang tang cuang tai nguyen (CPU, RAM, luu trir) cho cac may 
chil/phien ban hien c6. 

7 
Kien true Microservices: U'u tier' cac nen tang c6 kien true Oa ten microservices. Dieu nay cho phep cac 
dich vu hoac MO-dun khac nhau dm nen tang c6 the dugc phat trien, trien khai, ma ring va bao tri mot 
each d6c lap, tang cuing kha nang phuc hoi va linh hoat cila toan N thong. 

1 

Tich Nip no-code: He th6ng cung cap cac tinh nang giup nguai dung c6 kien thirc flan the ve CNTT van 
c6 the tich hop bang giao dien. 
Connector (Cong ket noi): 
- Drag-and-drop interface: Giao dien keo tha de cau hinh tich hap 
- Visual mapping: Mapping dit lieu true quan giIta cac he thong 
- Template library: Mau tich hop c6 san cho tang loci he thong 
Workflow Builder (Thiet ke luong) 
- Visual flow designer: Thiet,ke luong tich hap bang giao dien do 119a 
- Conditional logic: Logic dieu kien khong can code 
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- Event triggers: Thi6t lap sir kin kich hog tir &Ong 
- Data transformation: Chuyen doi du lieu vai cac ham built-in 

2 

Tich hgp Low-Code/Full-Code: He thOng cung cap cac tinh Wang giUp nguoi dung c6 the lap trinh script 
tren giao din va chg.)/ runtime trong qua trinh hoat dOng 
Custom Conector (TuST chinh cau hinh) 
- Code snippets: Thu vin ma nguon ndu cho cac tac vu piths bien 
- Parameter configuration: Cau hinh tham so bang giao din 
- Debug tools: Cong cu debug tich hop 
Runtime Script (Nap ma nguon d9ng) 
- Hot-reloadable Script: Script c6 the load/unload trong runtime 
- Groovy scripting: Ho trq script cho logic phirc tap 
- Script lifecycle management: Quail Vi vong ded Script 
- Dependency injection: Ho trq DI cho plugins 

3 

Ho trg RESTful API v6i cac tieu chuan sau: 
- Documentated APIs: Tai litt API day du v6i Swagger/OpenAPI Specification 
- Authentication: H45 trg OAuth 2.0, JWT va API keys 
- Rate limiting: Giai han so luting request d'e' bao v" he thOng 

4 H8 trq cac Giao ti."41 Bat dOng b9: Tich hqp voi cac N thOng hang dqi tin nhan (Kafka) 

5 
Dam bao Mid nang tich hop vOi cac N thong c6 san dm eye THADS va c6 kha nang tich hop vai cong 
thong tin diri tir quoc gia nhu VNeID, CSDL quoc gia ye dan cu, toa an,... va cac don vi lien quan. Yeu cau m6 rOng 

3. Yeu eau ye tinh da d#ng hoa va chuyen mon hoa dap &rig luting nghii4 vu 

1 Moi truong Phat trien Trirc quan: Cong cu thiet ke UI (UI Designer) keo-tha, thiet ke Quy trinh Nghi0 vu 
(Workflow/Process Designer) 11'6 trg BPMN, va thi6t k6 MO hinh Dix lieu (Data Modeler) trgc quan. 
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2 
Quan 1/.  Quy trinh Nghiep vu (BPM) va Ttr dOng h6a: H8 trg quy trinh phirc tap, 1u9ng cong viec dOng va 
linh hoat, cho pile') giam sat va phan tich quy trinh. 

3 
MO hinh 116a va Quan lY Du lieu linh hoat: Cho phep tao thirc the tily chinh, dinh nghia mOi quan he, quy 

• 
tac xac -awe du lieu nang cao, nhap/xuat du lieu, tim kiem va kiem soat truy cap chi tiet. 

4 
Ho trg day du cac bieupau va quy trinh dm cvc THADS, cho phep chinh sira trvc tiep bang cau hinh, 
khong can thirc nang cap san pham va lap trinh mo r9ng. 

4. Yeu c'au ve tinh nang AI 
1 Co cac diem cham AI c6 the tich hgp vao bat ki tinh Wang nao dang c6 san dm he th9ng 

2 
AI phvc vu Xi's V/ Tai lieu Thong minh (IDP): Nhan dang KY to Quang hoc (OCR) tieng Viet chinh xac; 
Xir lY NgOn ngir Ttr nhien (NLP) cho van ban phap lY (trich xuat thong tin, phan loci tai lieu, tom tat van 
ban, tim kiem ngir nghia). 

3 
He th9ng H8 trg Quyet dinh (DSS) dtra ten AI (co six tham gia dm con ngtroi): H6 trq phan tich vu viec, 
danh gia rill ro (ho trg), h6 trg phan b9 ngu9n hrc. 

4 
Trien khai va Quan lY MO hinh AI/ML: Tich h9p, trien khai, quan lY mo hinh AI/ML da huan luyen hoac 
phat trien mo hinh men (ho trg TensorFlow, PyTorch, Python). 

5 Can dam bao du ngu9n lgc cung cap AI Factory voi chirng chi bao mat PCI DSS Cap d9 1 
II. Yeu c'au bao mat 
1. Xac thu'c - Authentication 

1 
Viec xac thirc phal thirc hien tren may chii cho tat ca tinh nang/tai nguyen ngoai trir cac tinh nang/tai 
nguyen cung cap thong tin public 

2 Trien khai co the ch9ng tan cong do doan mat khau, tai khodn, thong tin xac thirc giri qua POST request 
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3 Sir dung lop/thu vien tap trung tren may chu cho tat ca kiem soat xac thtrc 

4 
Ma Ma mat khau bang ham barn PBKDF2, Scrypt, Bcrypt ket hop ved salt (neu irng dung quail VT thong 
tin clang nhap) 

5 Neu viec khoi phuc lai mat khau qua email, chi gi.ri toi email da clang 14/ tir truck 

6 Ngired dung can xac thtrc khi thgc hien tinh nang quan tr9ng (nhu d6i mat khau) 

7 Sir dung AzureAD/AD cho xac thgc ngued dung not 130 

2. Quin l ,  phien - Session Management 

1 Sir dung lop/thu vien tap trung teen may chU a tao ra, kiem soat, quan 13'T phien/token (SessionlD) 

2 M•Si khi xac thuc lai (re-authenticate), SessionlD/Token phai dugc tao mdi. 

3 SessionID/Token at tren HTTP header va khong dugc 10 ra tren URL, thong bao 16i, nhat 1c5f 

4 
Thiet lap thuOc tinh secure va httponly cho cookie china SessionlD/Token, khi clang xuat phai buy 
SessionlD/Token 

5 
Tinh Wang nhay cam cUa img dung nhu quan VT tai khoan, sir dung ket hop ma nonce de chong tan cong 
CSRF 

3. Kiem soat truy Op - Access Control 
1 Sir dung mot lop/thu vien tap trung ten may chu cho kiem soat phan quyen 

2 
Kiem soat phan quyen theo nguyen tac dac quyen t6i threu, kiem soat theo vai trO (RBAC), ma tran phan 

;, 	,s quyen can dugc tai lieu Ma 

3 
Thanh phan quan tri cila irng dung phai dugc tach Net thanh phan danh cho nguiyi dung cuoi/ khach hang 
va chi có the truy cap tir dia. chi IP not bO. 

4. Kiem tra tinh hyp le di-7r lieu &au vao - Input Validation 
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1 
Da li8u nhap tin ngued dung, tit ben ngoai (HTTP param: URL, body, HTTP header, CSDL...) phai dugc 
kiem tra tinh hgp 18 (cit phap: loai, d6 dai)/sanitize (bind parameter/encoding) tren may chit trtrac khi xir 
13"/ 

2 Cac loai file khi upload 18n can check k'gr loai file, extention, dung luting file,... theo yeu cau dia. nghi8p 
v11 

5. Ma hoa de lieu au ra - Output Encoding 
1  SU' dung mot lap/thu vin tap trung ten may chit' cho ma hoa/chuyen d6i du li8u dau ra tren may chit 

2 Thy theo timg ngfr canh, can chuyen d6i/rna h6a (encode) cac -du li8u truck khi xir Vi (Vi du: HTML 
	Encoding de tranh loi XSS tren giao din nguai dimg..) 
6. Kim sofit 18i - Error Handling & Logging 

1 Sir dung thong bao 16i clang tity chinh, khong chira thong tin he thong, ngtreii dung, thong tin chi tiet 18i 

2 Dam bao du li8u dugc ghi log se khong the thgc thi teen phan mem quan 1T nhat lc ,  (tranh cac lgi XSS, 
Command Injection...) 

3 IChOng luu trEi cac thong tin nhay cam tren log bao g6m: Session ID, Token hoac mat khau. 

4 
Ghi log tat ca cac truing hop kiem tra tinh hgp 18 khong thanh cong cila du li8u da'u vao, xac thgc truy 
cap, 16i kiem soat truy cap, ket not \Jai ma token khong hgp 18 hoac het han, ngoai le he thong (system 
exceptions)... 

7. Bac, v8 de lieu - Data Protection 

1 Loai b6 toan b6 cac dien giai (comments) teen ma ngu6n c6 china thong tin h8 th6ng hoac cac thong tin 
nhay cam khac. 

2 Khong luu thong tin nhay cam (mat khAu, at. li8u PII...) clang chua dugc ma hoa tai cac may tram. 
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3 
CAPTCHA phai dugc sir dung tren cac form phan hoi/lien he/trang clang 14 de chong du lieu spam vao 
I:mg dung 

4 
M Sir dung cac truy van deng tham so 	a cho ket not CSDL (PHP bindParam, Java PreparedStatement, 

Hibernate createQuery, LINQ...) 

5 1:1'ng citing phai sir dung dlac quyen t6i thieu khi truy cap vao CSDL 

6 Chu'Oi ket not (connection string) va met khdu khOng dugc km (load ding ra (plaintext) tren irng dung. 
Cac dit lieu nhey cam (met kheu, PII,...) phai dugc ma hem bang cac thudt toan menh: AES-256, RSA-
2048,... 

8. Truyen tai dfr li0 - Data Intransit 

1 
Trien khai HTTPS (TLS 1.2 tra len) cho ket not gifra nguad dung va img dung, ket not tich hop gitta cac 
img dung. 

2 Khong chuyen sang giao thirc ket not khong an toan khi ket not TLS khong thanh cong. 

3 Loei 116 cac tham so chira thOng tin nhey cam trong HTTP referer khi ket not teri cac trang ben ngoai. 

9. Quail 1S7 eau hinh - Configuration Management 

1 
Dam bao cac may chii, framework va eau phen he thong (plugins, thu vien,...) dUng phien ban cep nh'et 
mai nhet. 

2 Loai b6 cac tinh nang va tap tin khong can thie't trugc khi trien khai len moi truerng cung cap dich vu. 

3 
Tdt tinh nang liet ke duong an tren webserver, cdu hinh disallow trong robots.txt de khong cho phep 
cong cu tim kiern danh chi rnpc 

4 Loei b6 cac thong tin he dieu hanh, may chil web va framework dm irng dung trong HTTP response 

10. Quail 1ST tai nguyen - File and Resource 
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1 fing dung chi cho pile') tai file len theo danh sach dugc pile') (whitelist), chan tai len file thgc thi, khong 
tra ve dtreyng dan tuyet d6i cita file tai len. 

2 Luu tri file tai len tren CDN/DB, chan quyen thgc thi trong thu mpc chira dung tep tin dugc tai len 

3 
Cu hinh mot danh sach cac ten va loai file &roc cho pile') (whitelist) khi img dung cho phep ngtred dUng 
truy xuat file ten may chit. Tir choi truy cap hoac sir dung mot file mac dinh thay the khi truy cap file 
khong nam trong danh sach cho phep 

4 KhOng sir dung du lieu nhap tir ngired dung cho chuyen htrong (HTTP redirect), neu sir dung, chi cho phep 
chuyen huong tad cac URL nam trong danh sach &roc pile') 

11. Lb trinh ting dung 

1 Phai sir dung co the khOa hoac &rig bO khi có nhieu lung truy cap va thay doi gia tri du lieu tai ding 
mot then diem de tranh 161 race condition 

2 
Sir dung cac ham API da tich hop san de thgc hien cac tac vu tren he dieu hanh. Khong cho phep img 
dung dua ra cac lenh trgc tiep den he dial hanh, dac biet thong qua viec sir dung gng dung de khai tao 
shell. 

3 Sir dung co the barn de xac nhan tinh toan yen cita ma nguOn bien dich, cac thu vien, cac tep tin thgc thi 
va cac tep tin cau hinh. 

4 Kited tao gia tri cho cac bien va bO nho khi khai bao hoac truck khi sir dung ran d'au. 

5 Ra soat ma nguon va thu vien cUa ben thir ba de xac dinh nhu cau sir dung va xac minh tinh nang an toast 
de tranh riii ro 

6 Neu irng dung thuc hien cap nhat to dOng, sir dung co che chit 1c)'(dong, 	so de dam bao tinh toan ven, ket not qua 
kenh ma hoa 

12. Bao mat di di:ing - Mobile security 
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1  Khong luu frit thong tin nhay cam tren storage, nett luu tar'  can dam dugc ma h6a. 

2 Khoa ma,h6a sinh ra phai sir dijng ham Secure Random, phai dugc lull tit trong keychain/keystore 

3 
Khong de to thong tin nhay cam (PII, usemame/password, key crypto, authenticate token) tren UI, debug 
log, app logs. 

4 Ling citing trien khai TLS, co the cert pinning d'e' ch6ng lai tan cong Man in the middle 

5  JavaScript phai dugc vO hieu hoa trong WebViews trir khi thtrc su can thiet 

6  Ling dicing can build Or release mode, then khai cac ca the obfuscate code, minimize code 

7  Canh bao ngithi dimg hoc cham dirt irng dung khi phat hien thiet bi root/jailbreak 

13. Chting nh4n danh gia, Mein thir An town thong tin frng citing 

1 

Cung cap chirng nh4n danh gia, kiem thir (Pentest, Secure Code Review) dugc thgc hien b&i ben dOc lap 
chuyen cung cap dich danh gia/kiem thir c6 uy tin tren thi truong hoac Pentest beyi the Trung tam, Cong ty 
dOc 14'p. 
Yeu cau giri lai cac bao cao Pentest, Secure code; dam bao fix tat ca nhirng 16 hOng mirc Critical, High, 
Medium tnrac khi Golive 

14. Quail tri ANBM, he thOng va van hanh 

1 

Co cac giai phap bao ve he thOng de giam thieu rill ro an ninh mang, bao gOm nhung khong gigi flan: 
+ Firewall 
+ IPS 
+ Endpoint security 
+ Encryption 
+ SIEM 

2 Co cac chi:re nang quan tri ANBM: 
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+ Quan 13% riti ro CNTT 
+ Dam bao an toan thong tin: Gia co, kien toan he thong, danh gia, ra soat,.. 
+ Giam sat an ninh mang va. xi.r 15T str co 
	+ Van hanh, quail tri he th6ng ANBM 

3 
Phan tach phan \Tung mang theo vai trey 
+ Chia cac VLAN rieng biet cho cac (Lich vv App, Database, Camera, Parking, Enduser... 
+ Sir dung firewall de kiem soat dir lieu ra/vao gifra mang phan yang mang, cac he thong, irng dung. 

4 

Kim soat truy cep tir xa: 
+ Sir dung he thong quart tri PAM/JUMP de kie'm soat truy cap tir xa vao he thong may chit', CSDL, thiet 
bi mang, bao mat. 
+ Chi truy cap port quart tri 80,443,22 tir may chit JUMP dtrgc quy hoech, khong mg trtrc tiep cho ngtroi 
dung 
	+ Sir dung giao thirc ma hoa manh (HTTPS/SSH) cho dir lieu trong qua trinh truyen tai trong mang 

5 Trien khai cau hinh hardening theo tieu chuan da ban hanh cho cac he thong thiet bi mang, bao met, may 
chit 

6 Phan tach moi trtrong test/dev va production de dam bao tai khoan moi trtrong test/dev khong truy cap 
dtrgc vao production va ngirgc lei 

7 

Phan tach \Tung mang, DC-DR: 
+ Khong cho phep ket not tir ngtred dung trtrc tiep vao Database, ket not dm ngtroi dung phai qua 
App/Web Server de xir 13"( yeu eau dir lieu 
+ App va DB khong setup chung tren ding 1 server 
+ Kien true he thong DC - DR nham khoi phvc he thong khi c9 tham h9a xay ra 
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15. Yeu cau ve tuan thii phap1S7 va chirng chi  
Dap  Ung ve giay phep dich vu va tuan thu quy dinh cua phap lua't lien quan den giao dich dien tir lien quan 
Giay phep cung cap dich vu chit ky s6 dien tit, dich vu chimg thvc dien tit cua coy quan chirc na'ng c6 tharn 

quyen  
B6 sung cac di'eu khoan v'e bao ve du lieu ca nhan va bang chimg thtrc hien bao cao theo nghi dinh 

3 13/2023/ND-CP bao v'e du lieu ca nhan  

1 

2 

Yeu cau mop rOng 

Yeu cau mer r6ng 

-Yeu cau mo.  rOng 
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